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研究成果の概要（和文）：本研究プロジェクトでは，MANETの秘密容量（SC）に関して，正確なSCの分析，SC/遅
延/機能停止のトレードオフ，SCの増大/最適化の3つの基本的な問題の調査を行った．セル分割されたMANETs，
時間スロット化されたMANETs，そして，大規模無線ネットワークのSCを調査した．秘密機能停止確率と伝送機能
停止確率のモデリング，遅延のモデリング，そして，SC，遅延，機能停止性能間の固有のトレードオフについて
の研究を行った．SCの最大化を目的に，リンク選択ポリシーの最適なパラメータ設定，最適なモード選択とスペ
クトラム分割，そして，メッセージ伝送電力とノイズ伝送電力の最適制御に関する調査を行った．

研究成果の概要（英文）： This project investigated the three fundamental issues of MANET secrecy 
capacity (SC) study, namely the exact SC analysis, SC/delay/outage tradeoff and SC 
enhancement/optimization. About the exact SC study, we explored SC of cell-partitioned MANETs with 
group-based transmission scheduling, time-slotted MANETs with secure Aloha MAC protocol, and 
large-scale wireless networks with the consideration of social relationships among nodes. About 
SC/delay/outage tradeoff, we studied the modeling of secrecy outage probability and transmission 
outage probability, modeling of delay, and the inherent trade-offs among the security, delay and 
outage performances. About capacity enhancement/optimization, we explored the optimal parameter 
settings of the link selection policies for the maximization of SC, the optimal mode selection and 
spectrum partition for SC maximization, and the optimal control of message transmission power and 
noise transmission power for SC maximization.

研究分野： 総合領域

キーワード： MANET　秘密容量　物理層のセキュリティ
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１．研究開始当初の背景 
The flexible MANETs are highly appealing for 
many important applications, like the disaster 
recovery networks, emergency networks and 
sensor networks. The well-known Wyner’s 
secrecy capacity (SC) theory, which is built on 
the classic Shannon security notion and has been 
vital for characterizing the link SC, is not well 
suited to characterize the SC of decentralized 
MANETs. Thus, despite much research activity 
on MANETs, the MANET SC theory - a theory 
defining the maximum secrecy rates achievable 
between all node pairs, has remained an open 
problem. The promising PHY security 
technologies (like artificial noise, cooperative 
jamming and beam-forming), which exploit the 
inherent randomness of channels and noise for 
secret communication, have recently attracted 
considerable attention since they characterize the 
fundamental ability of PHY to provide 
everlasting and a strong form of security 
guarantee against eavesdroppers. This is why 
there is a renewed interest in developing a 
powerful PHY security-based SC theory for 
MANETs, as evident from several ongoing 
national-scale projects in the USA and Europe. It 
is expected that such a theory not only helps us to 
understand the basic network SC limit but also 
serves as an instruction guideline for the design 
and optimization of future secure MANETs. 
Therefore, we envision that the study of a general 
MANET SC theory will solidly contribute to the 
development of modern Network Information 
Theory and the continuing success of future 
secure communication networks. 
 
２．研究の目的 

The goal of this project is to research on the 
three fundamental issues of MANET SC study in 
the context of PHY security, namely the exact SC 
analysis, SC/delay/outage tradeoff and SC 
enhancement/optimization. We first study the 
exact SC of various MANET scenarios with 
different secure transmission protocols and 
different eavesdropper models. The main PHY 
security technologies to be considered include 
artificial noise, cooperative jamming and 
link-selection. Second, we explore the exact 
SC/delay/outage tradeoff under various network 
scenarios with different types of relays, different 
eavesdropper models, different channel state 
information (CSI). Some new secure 
routing/transmission schemes are developed for a 
flexible SC/delay/outage tradeoff. Finally, we 
explore the design of the link-selection, spectrum 
partition, transmission power control for SC 
enhancement/optimization. 

 
３．研究の方法 
(1) SC Study: For discrete cell-partitioned 
MANETs with group-based transmission 
scheduling, we first developed some secure 
transmission schemes based on the PHY security 
technology, then we applied the Lyapunov Drift 
Theory to establish a general theoretical 
framework for SC evaluation of such MANET 
under a given secure transmission scheme. For a 
time-slotted MANET with continuous square 
area and torus boundaries, we first proposed a 
secure Aloha protocol based on the PHY security 
technology technique, and then applied the 
Lyapunov Drift Theory and stochastic geometry 
theory to establish a complete theoretical 
framework for its SC capacity study and for 
exploring the corresponding SC maximization 
problem. Based these studies, we further explore 
the SC study of practical large-scale wireless 
networks with the consideration of social 
relationships among nodes, where legitimate 
nodes may be homogeneously distributed based 
on a Poisson point process, or in-homogeneously 
distributed as multi-clustering topology, and 
eavesdroppers can be non-colluding or colluding. 
(2) SC/Delay/Outage Tradeoff: With the help of 
Statistical Theory and the techniques of Laplace 
transform, keyhole contour integral and Cauchy 
Integral Theorem, we first developed different 
theoretical frameworks for the modeling of 
secrecy outage probability (SOP) and 
transmission outage probability (TOP) under 
different network scenarios, like the two-hop 
relay networks, multi-hop wireless ad hoc 
networks and large-scale wireless networks. We 
then combined the theories of fixed-point, 
quasi-birth-and-death process, embedded Markov 
chain and the absorbing Markov chain theory to 
develop a general theoretical framework for the 
delay modeling of practical buffer-limited 
MANETs under different MAC protocols. Based 
on the results of SC analysis, SOP modeling and 
delay modeling, we explore the inherent 
trade-offs among them under different network 
scenarios. We also apply different PHY security 
techniques to develop new secure 
routing/transmission schemes to enable a flexible 
trade-off to be initiated among security, delay and 
outage performances. 
(3) SC Optimization/Enhancement: For a 
buffer-aided two-hop cooperative wireless 
network, we first proposed novel link selection 
policies to enhance the security of the network, 
and then apply the Constrained Nonlinear 
Optimization (CNO) to develop theoretical 
frameworks for the optimization of SC and SOP 
of the network under the new link selection 
policies. For cellular networks with in-band 
device-to-device (D2D) communication, we 
apply the Nonlinear Optimization to develop a 



general theoretical framework to identify the 
optimal mode selection of D2D pairs and optimal 
spectrum partition between cellular users and 
overlay D2D communications, such that system 
SC can be maximized. For an Aloha MANET, we 
first proposed a new secure Aloha protocol based 
on the PHY security technique of artificial noise. 
We then apply the CNO to develop a theoretical 
framework to identify optimal control of the 
message transmission power and noise 
transmission power such that the SC of such a 
secure Aloha MANET can be maximized. 
 
４．研究成果 
(1) Exact SC Study 
① For cell-partitioned MANETs with 
group-based transmission scheduling scheme, we 
first proposed two secure transmission schemes 
based on the PHY security technology, i.e., 
secrecy guard zone based and cooperative 
jamming-based schemes. We then developed the 
theoretical frameworks to derive the exact 
analytical expressions for the SC of the 
concerned network under both secure 
transmission schemes based on the analysis of 
basic secure transmission probabilities therein.  
②  For a time-slotted MANET with continuous 
square area and torus boundaries, we establish a 
complete theoretical framework for its capacity 
study when Aloha MAC protocol is adopted. We 
then proposed a secure and traffic-independent 
Aloha protocol based on the PHY security 
technology technique of artificial noise, and 
further derived the exact analytical expression for 
the SC performance of the concerned network 
under the secure Aloha protocol and also explored 
the corresponding SC maximization problem.  
③ We studied the SC of large-scale wireless 
networks with the consideration of social 
relationships among nodes, where legitimate 
nodes may be homogeneously distributed based 
on a Poisson point process, or in-homogeneously 
distributed as multi-clustering topology. In 
particular, we considered two scenarios, the 
non-colluding case where each eavesdropper 
decodes its receiving message independently, or 
the colluding case, where eavesdroppers can 
cooperate to decode the message. 
(2) Secure Routing/Transmission Schemes 
① For a buffer-aided two-hop relay wireless 
network, we proposed cooperative jamming 
schemes for both perfect and partial CSI cases of 
eavesdropper. Based on the channels qualities, 
two relays are selected in each hop, one is 
selected as a message relay and another as a 
jammer to transmit jamming signals to degrade 
the eavesdropper channel. Optimal relay 

selection problem is also explored for the 
maximization of SC. We further proposed new 
buffer-aided relay selection scheme to resist the 
eavesdropper’s combining decoding when 
Decode-and-Forward (DF) relays are adopted. 
Finally, in a finite Poisson wireless network with 
social friendships among nodes, a social 
friendship-based cooperative jamming scheme is 
proposed against eavesdroppers. The jamming 
scheme consists of a Local Friendship Circle 
(LFC) and a Long-range Friendship Annulus 
(LFA), where all legitimate nodes in the LFC 
serve as jammers, but the legitimate nodes in the 
LFA are selected as jammers through some 
location-based policies. 
② For a multi-hop wireless ad hoc network 
(WANET), we proposed a secure routing 
algorithm which can achieve the optimal 
security-QoS tradeoffs for any pair of source and 
destination nodes in a distributed manner. We 
further considered a WANET with malicious 
eavesdroppers and cooperative jammers, and 
proposed an optimal secure routing algorithm 
which selects the secure path between a pair of 
source and destination nodes to achieve the 
optimal QoS performance. Finally, we considered 
a WANET with the typical amplify-and-forward 
(AF) and decode-and-forward (DF) transmission 
schemes, and proposed a flexible routing 
selection algorithm which enables us to select the 
suitable route for message delivery according to 
different security and QoS requirements under 
the AF or DF scheme.  
③ For a cell-partitioned MANET with 
group-based scheduling scheme, we proposed 
two secure transmission schemes based on the 
PHY security technology, i.e., secrecy guard zone 
based and cooperative jamming based. The 
secrecy guard zone-based scheme allows 
transmissions to be conducted only if no 
eavesdroppers exist in the secrecy guard zone 
around transmitters. The cooperative 
jamming-based scheme utilizes non-transmitting 
nodes to generate artificial noise to suppress 
eavesdroppers in the same cell, such that 
transmissions can be conducted only if  all 
eavesdroppers in the transmission range are 
suppressed. For a time-slotted MANET with 
continuous square area and torus boundaries, we 
proposed the secure Aloha protocol based on the 
technique of artificial noise. For the secure Aloha 
protocol, legitimate transmitter produces artificial 
noise to help masking the confidential message 
transmissions. Artificial noise is utilized to 
impair the eavesdropper's channel, but it does not 
affect the intended receiver’s channel since the 
noise is generated in the null-subspace of the 



legitimate receiver’s channel. 
(3) SC/Delay/Outage Tradeoff 
① We developed solid theoretical frameworks 
for the modeling of secrecy outage probability 
(SOP) and transmission outage probability (TOP) 
in two-hop wireless networks under different 
scenarios, like the ones with/without buffer-aided 
relays, the ones with/without full CSI information, 
the ones with randomize-and-forward (RF) relays 
or Decode-and-Forward (DF) relays, and ones 
with non-colluding or colluding eavesdroppers. 
We also developed theoretical model for the SOP 
of secure multicasting. For a finite Poisson 
wireless network with social friendships among 
nodes, both the upper and lower bounds on the 
SOP are developed under a social 
friendship-based cooperative jamming scheme. 
Finally, we derived in closed-form the end-to-end 
SOP and TOP in multi-hop wireless ad hoc 
networks under various scenarios, like the ones 
containing malicious eavesdroppers and 
cooperative jammers, and the ones adopting the 
typical amplify-and-forward AF and DF 
transmission schemes.  
②  For two-hop buffer-aided relay wireless 
networks, we applied the absorbing Markov 
chain theory and the Queuing theory to derive the 
analytical expressions for the end-to-end delay 
(E2E) under both perfect and partial CSI cases 
and both scenarios of RF relays or DF relays. We 
developed a quasi-birth-and-death approach for 
the E2E modeling in MANETs, and further 
combined the theories of fixed-point, 
quasi-birth-and-death process, embedded Markov 
chain and the absorbing Markov chain theory to 
develop a general theoretical framework for the 
E2E delay modeling for buffer-limited MANETs 
under different MAC protocols. We also explored 
the packet delivery delay modeling issue for the 
three-dimensional MANETs. 
③  For a two-hop buffer-aided relay wireless 
networks, we explored the inherent trade-off 
between the E2E security and delay 
performances there under both perfect and partial 
CSI cases and both scenarios of RF relays or DF 
relays. The results indicate that the E2E security 
performance increases as the constraint on the 
expected E2E delay becomes less strict, on the 
other hand, the E2E delay tends to decrease when 
a less strict constraint on security performance is 
imposed. For a buffer-aided two-hop cooperative 
wireless network, we further explored trade-offs 
between SC and secrecy outage probability 
(SOP). We also explored the trade-offs between 
security performance (defined by SOP) and QoS 
performance (defined by connection outage 
probability-COP) in wireless ad hoc networks to 

minimize COP (resp. SOP) conditioned on that 
SOP (resp. COP) is guaranteed under two typical 
transmission schemes of AF and DF. 
(4) SC Optimization/Enhancement 
①  For a buffer-aided two-hop cooperative 
wireless network, we proposed novel link 
selection policies to enhance the security of the 
network, which conducts source-to-relay link 
selection, relay-to-destination link selection, or no 
link transmission based on the channels qualities. 
We then established theoretical frameworks for 
exploring the issues of optimal parameter settings 
of the proposed link selection policies for the 
maximization of secrecy outage capacity, 
maximization of end-to-end secrecy throughput, 
and minimization of secrecy outage probability.  
②  For cellular networks with in-band 
device-to-device (D2D) communication, we 
investigated from the PHY security  perspective 
the fundamental issues of mode selection and 
spectrum partition in such network. In particular, 
we first developed a general theoretical 
framework to model both the secrecy 
outage/secrecy capacity performance of cellular 
users and outage/capacity performance of D2D 
pairs, and then explored the performance 
optimization issues to identify the optimal mode 
selection and spectrum partition for secrecy 
capacity maximization and secrecy outage 
probability minimization. 
③ We first proposed a secure Aloha protocol 
based on the technique of artificial noise for 
MANETs, where the legitimate transmitter 
produces artificial noise to help masking the 
confidential message transmissions, and artificial 
noise is utilized to degrade the eavesdropper's 
channel. We derived exact analytical expression 
for the secrecy throughput capacity (STC) of the 
concerned network under the secure Aloha 
protocol, and further explored the optimal control 
of the message transmission power and noise 
transmission power such that the STC of such a 
secure Aloha MANET can be maximized. 
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