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In this project we developed a new analysis method for automatically
estimating the amount of information leakage in larger probabilistic systems in order to improve the
techniques for quantitatively analyzing information leakage in cyber-physical systems. More
specifically, we developed theories in quantitative information flow, and proposed a new hybrid
approach that combines the formal approach with the statistical approach to obtain faster analysis
with better accuracy. Then we developed a new analysis tool HylLeak for estimating leakage amount

using this hybrid approach. In addition we also investigated how scheduling and observation
influence information leakage properties.
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