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In this research, we studied the privacy-preserving outsourced computation
in cloud computing and its applications in machine learning. In particular, we proposed several
protocols for the inner product, matrix product, and integer comparison on ciphertexts. All the
proposed protocols are secure against attacks by quantum computers, and they are also efficient
according to the extensive experimental results. Based on these protocols, we also proposed several
privacy-preserving outsourced machine learning schemes, including Naive Bayes classification and
3-layer neural networks. The detailed security analyses showed that these schemes would not reveal
any information to the cloud or others during the process, and the experimental results also
demonstrated that they are relatively efficient. With the above research results, we have published
seven papers in international conferences and journals, and have applied for a patent.
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