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Statistical access control based on a state-space model
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In recent years, various kinds of big data, most of which are concerned with
our behavior history, has been actively utilized for data analysis. Since such historical data on
our behaviors contains sensitive information on our privacy, we need a method for controlling access
to sensitive information. However, time-series data on our activities tends to have high temporal
and spatial correlations, we need a new access-control method for protecting time-series data under
the presence of various inference attacks. In this research, we formulated the problem of access

control as the inverse problem of state estimation in the state space model, and established a
unified framework for designing a proper enforcement mechanism for access control.
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Py P2 P3 Py Ps

M, |150 | 15

M, | 72 | 20 | 11

M; | 38 | 38 | 1

My | NA | 15 | NA
M, | 72 | 20 | 11
Ms | NA | 38 | NA

My | 20 | 15 | 30 | 20 | 10 | 95
M. | 72 | 20 [(C1) 30 | 10 | 133
Ms | 38 | 38 | 15 | 40 (2)] 133

130 | 73 | 46 |\ 90 | 22 \ 361
M, | 360 | 450 | 720 / 400 @ 360 /2290
M, 1440 540 @ 570 | 320 / 2892
M, | 722 1178 800 3438

2522 2168 1117 1770 1043 8620
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