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Study on chaos-based secure communications and authentication using augmented
Lorenz equations

Takaya, Miyano
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2 NIST SP800-22 TestUO1 BigCrush

We have developed algorithms for conducting encryption, authentication, and
secret-key distribution toward implementing a chaos-based integrated cryptosystem. The binary
pseudorandom numbers for encryption were tested using the NIST SP800-22 and TestUOl BigCrush tests
and their security was verified in terms of these statistical tests. The method for secret-key
distribution can be replaced by a quantum key distribution such as the Tokyo QKD Network. In a
future study, we will implement our methods for encryption, authentication, and secret-key
distribution and establish an integrated stream cipher as a new cryptosystem in the era of
post-quantum cryptography.
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FIXgLES L LRI a5, HEHEITE
EXENAAEFEEY R FIETIRALT
W5 SCAAERC L, S2AEH 13X A A )% %R
L CH S 6 0 F 2G5 2 RE LilfE X
AT D, BIFN A RAN)FREFE
T 5 DI HERIFH & 2 2 R EHRYIZHE
RRKERREDIZELRTHDLRBIX, WA

o X AR e EE R L L TEME
AlRE L R D,

A ANZEED S B H T & 2 FIEN R
HINTWD, AT E LTI, AR
[ # iz 2k 2 < F % (K Cuomo, A V.
Oppenheim, Phys. Rev. Lett., vol.71, pp.65—68,
1993) | 71 A AN F-5 < J7ik (Y. Lai, etal.,
Phys. Lett. A, vol.255, pp.75—81,1999) | B4
A7 M F—IZ#HD< FHIE (H. Dedieu et al.,
IEEE Trans. Circuits Syst. 11, vol.40, pp.634—
642,1993) . H A A7 1 v 7 K51k (N. Masuda
et al., IEEE Trans. Circuits Syst. I, vol.53, no.6,
pp.1341—1352, 2006) . ZyHcAE) ) FIc S
< 5% (R. Tenny et al., Phys. Rev. Lett., vol.90,
047903, 2003) %= 2FHZ LN TE D, 7
Z A RN X 2 B a5 1E 1308 H o ot E v
AT A ETHEER L — TS 2O
ZRALCTEBETE A L NEIEERTH
LN EN TS (A, Argyris et al.,, Nature,
vol.437, pp.343— 346, 2005) .

mE SR hniE, BE OBl - e, &
AE, WE S8R E O 3 THE TR 2 E il H Ak
END, A AREESORRBICENTERET
NXFEEHT Alvarez & Li OFRCITFEER S 1L
T3 (G. Alvarez, S. Li, Int. J. Bifur. Chaos,
vol.16, pp.2129—2151, 2006) ., Alvarez & Li
DR 2 L o lc, A AR SITIXERLE
FHEekk x ZRRIENAET D, BIZIE. H5R
DIIGNT A— B T S#EZ R T 5256,
INT A= DMHBEDOEHOBBR Y T
DI EIT O RO TELL
INSWVD B D WIEL MAE DR DTS
U CHARADFENENT D201, K58t
EE 3 HIC Lo THREGICHEESN D, T
HRDNZE L IR SR B AR AT BT S0 B H AT £ At
ERWDH &, WARRMT 37 A—40H
BHEE S AL, HDHNE, FHI3 BT LTS
IR ENTHAMERRIESNIHBEL D
Do BOHEN)FICE S FEITEF Y T
A D@V BE S - B kD7 1 X3 EME
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Jhgic L 58EZ 1 Xicxk L CHEss T
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7o ZMEED N S8 2 kT 5
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TSI L T2 D, BEAF DO FEITIE.

— i BA% &R L= )7k (W. Diffie, M. E.
Hellman, IEEE Trans. Inform. Theory, pp.644—
654, 1976) °FKIH o fif 2 FII ] L 7= RSA WE

(Rivest-Shamir-Adleman 1977) 23% %, Lo
Lo, RO SHZH BT T
RS 5 ML 0 %24 (unconditional
security) ZRFET 5D H DO TIXARW,

T, ZFLWHESRR R 5N 5 &1 il 6

(quantum key distribution; LA TIi% QKD & i
LT D) X, ERmIICESAOZ M A RRE
T HEEHMTH S (V. Scarani et al., Rev.
Mod. Phys., vol.81, pp.1301—1350, 2009) ., it
KoYHEE Ry U —27 ETRIHRERSE
FBEE T AT 5L LT QKD MNEBLARETH
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% (B. Frohlich et al., Nature, vol.501, pp.69—73,
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4 (R. Collins et al., Phys. Rev. Lett., vol.113,
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ARFFETIX N2100 OFRETHEZHN5, X
DR EN L, SLIREKHIROEES & €T L
fEL T 72, IEADEZFE/MEETERY .
BHETH D,

YEAE Lorenz JifEzCId#ata Rayleigh %% &
Prandt]l #5012 & - THEA T 505 03,
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WML ERDT R, 3 DOEBE/LFENER
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70 HE L OB D FETHZ L, £ L
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PRl L C X BRI D00 A A
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(2) BF@EF ¥V T BB84 Fu khan
WIS TR 8T A & 2T 5 & 18
EEAE LT, RSN 580 E ik
iE Lorenz HFFERDITHIEE Y OxtAFIIAS
MUTeT V2GS ERA LIS an 4
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A3 [ D F) 4 A 5 (1) & (2) DFRTIZ
WAL LIRS 2 51 (3) & (4) DFRIRIZYE T D,
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{LIEERET D, K58 THILISAND/RT X —
HIXT_RTAREIND,

FRRE (2) TIX, E R A AR X %K
CBWCTORETLDZ L ERMGEL, KEEE
HAFTHABEEL LT XER (LLF TR
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