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Today, the data traffic including the sensitive data is rapidly increasing.
An encryption key is required for secure communication and an efficient use of the key is an issue
for huge amount of data. The physical cipher has a possibility to realize an efficient use of the
key which provides the security beyond the Shannon limit of the cryptography. For realizing such
physical cipher, we have proposed a novel scheme employing phase modulation in the frequency domain.
An experimental demonstration of encryption and decryption using shared keys have been successfully
conducted using 10-Gb/s optical signal at the wavelength of 1.5 micron. In addition, we have
successfully applied the novel scheme to an optical fiber transmission over 120 km. This result will
give a great advance to realize a physical cipher beyond the Shannon limit of the cryptography.
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