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This research has developed a formal description and verification method of
tamper resistant cryptographic processors with attack countermeasures described as arithmetic
operations on the Galois field in order to establish a formal design methodology of tamper resistant

cryptographic processors. In addition, we have designed and developed highly efficient tamper
resistant cryptographic processors as its application. In particular, since the threat of
side-channel attack which directly accesses cryptographic processors to retrieve secret information
is rapidly increasing, we focused on countermeasures against side-channel attacks and formally
designed cryptographic processors resistant to that kind of attacks, and also performed the
prototyping and evaluation of designed cryptographic processors.
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