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Development of Countermeasures against Remote Visualization of Screen Images
Using EM Emanation from Smart Devices in Public Space
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In this research, we developed evaluation and simulation techniques and
countermeasures against electromagnetic (EM) information leakage from smart devices in public
spaces. We also investigated the mechanism of EM information leakage. Specifically, we developed
leak evaluation methods and used these to visualize the leaked EM Tield emitted from the target
device. Then, based on the results, we clarified the leakage mechanism. Moreover, based on this
mechanism, we identified design patterns on PCB boards related to such leakage and developed
predictive simulation techniques. Furthermore, based on the identified mechanism, we have
effectively combined the associated wiring patterns and electrical elements to prevent leakage,
thereby developing inexpensive countermeasures that can be easily installed onto the target
equipment.
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