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Development of ultrafast random number generators based on complex photonics

Uchida, Atsushi
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Random number generators play a crucial role for applications in information
security and large-scale computer simulations. Pseudo-random number generators have periodicity and
reproducibility, which are vulnerable for encryption keys in information security and reduce the

accuracy of computer simulations. In this study, we develop physical random number generators using
fast chaotic semiconductor lasers. We quantitatively evaluate the entropy rate of chaotic temporal
waveforms to certify the unreproducibility of physical random number generators. We experimentally

succeed in developing a module of a real-time physical random number generator using a photonic
integrated circuit and an FPGA electronic board.
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