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The goal of this research project is to design and implement efficient and

precise runtime checking techniques for concurrent software. Runtime checking of software is a
collection of techniques, which directly monitors the runtime behaviors of the target program for
bugs or vulnerabilities, and is effective for achieving software reliability and security. However,
existing runtime checking techniques are either imprecise or inefficient, when applied to concurrent
software. In this research, we aim to address this problem and have achieved, as main
contributions, (1) meta-data representation for precisely capturing complex attributes of concurrent
processing, (2) efficient race-checking methods based on the precise meta-data representation, and
(3) efficient and precise concurrency-bugs detectors for various domains including
event-concurrency, distributed concurrency, as well as traditional local concurrency.
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