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Development of IPS Processors for High-Speed, Low-Power Design with
Self-Restoration Function and Protection of Targeted Attacks
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Mobile devices are often used in insecure network environments. Since they
operate on battery power, low power consumption is required. The goal of this study is to realize
host-based Intrusion Prevention System (IPS) and Intrusion Detection System (IDS) that can be used
in mobile devices, and that can cope with targeted attacks and have high detection accuracy. In
order to achieve this goal, we have developed the necessary tools for automatic fine-tuning for
wave-pipelines. These are indispensable for further acceleration of wave-pipelines. We have also
studied the shortening of circuit transfers required to reconfigure circuits on FPGAs.
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Samplevalue | Codeword (Equal length) | Occurrence probability | Code word (Variable length)
0 000 0.5 1
1 001 0.1 010
2 010 0.1 011
3 011 0.025 00011
4 100 0.025 00100
5 101 0.025 00010
6 110 0.025 00101
7 111 0.1 0011
000
001
010
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000=>1 000=>1 000 => 00101
001 =>010 001 =>010 001 => 00100
010 =>011 010 =>00011 010 => 00011
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’ The smallest data size combination is selected
oS Cent OS 7.5 x86-64
CPU Intel Corei7-7700K 4.2GHz
Memory 16GBytes
Logic synthesis Synopsys Design Compiler N-2017.09-SP1
Technology 45 nm C-MOS
Standard cell library NanGate FreePDF45 Open Cell Library
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[RIZJ=>(S1)=>(S2)=>(S3)= >[><3] 3

[RI13]=>(S1, [X2] :4
[RI3]=>(S1)=>(52)=>(S5)=>(S6)=>[X2] :4
[RI13]=>(S1)=>(S2)=>(S3)=>(S6)=>[X2] 4
[RI [X2]

2,8
[RISI=(ST=(SL)=>(S12)=>(S19=>1X1) 4
[RI3]=>(S7, 11)=
[RI3]=>(S7
[RIB]=>(S7,
[RI3]=>(S1. )= 6
[RI13]=>(S1. 12)=>(S13)=>[X1] 6
[RI3]=>(S1. 10)=>(S13)=>[X1] 6
[RI3]=>(S1, 12)=>(S13)=>[X1] 6
[RI3]=>(S1 10)=>(S13)=>[X1] 6
[RI3]=>(S1, 10)=>(S13)=>[X1] 6
[RI3]=>(S1)=>(52, 12)=>(S13)=>[X1] 6
[RI13]=>(S1)=>(S: 10)=>(S13)=>[X1] 6
[RI3]=>(S1)=>(S2; 10)=>(S13)=>[X1] 6
[RI3]=>(S1)=>(S2)=>(S 10)=>(S13)=>[X1] 6
IRI 11)=>(S12)=>(S13)=>[X1] 5
[RI 12)=>(S1: 5
IRI 5
[RI 5
IRI 10)=>(S13)=>[X1] 5
[RI 10)=>(S13)=>[X1] 5
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RISI=~(ST=(S1=>(s12)=>(S19=>[R01] -
516)=:

[RI]=>(S7)=>(
[RI3]=>(S7

[RIB]=>(S7, 6
[RI3]=>(S7

[RIB]=>(S7, 6
[RI3]=>(S7 6
[RI13]=>(S1. )=>| 6
[RI3]=>(S1 11) >(S12)=>(S13)=>(S16)=>[RO1] :7
[RI3]=>(S1, 512)=>(S16)=>[RO1] :6
[RI3]=>(S1 12)=>(S13)=: >(s1e) >[R01] 7
[RI3]=>(S1, 10) >(513)- (S1 01] 7
[RI3]=>(S1. )=>[RO.

[RI3]=>(S1, 7
[RI3]=>(S1 7
[RI3]=>(S1, 7
[RI3]=>(S1)=>(S2,

[RI3]=>(S1)=>(S: 7
[RI3]=>(S1)=>(52, 7
[RI3]=>(S1)=>(S: 10) >(S13)= >(s1 7
[RI3]=>(S1)=>(52)=" 10)=>(S13)=>(S16)=>[RO1] :7
[RI 11)=>(S12)=>(S16)=>[RO1] 5

IRI 11)=>(S12)=>(S13)=>(S16)=>[RO1] :6

[RI 12)=>(S16)=>[RO1] :5

IRI (516)=>[RO1] 16

[RI (S16)=>[RO1] :6

IRI [RO1] :5

[RI (S16)=>[RO1] :6

IRI (516)=>[RO1] :6

[RI =>(S16)=>[RO1] :6
[RI3]=>(S7)=>(S11)=>(S12)=>(S13)=>[R00] :4

[RI3]=>(S7 11)->(512)->(13)= >[ROO] :5

[RI3]=>(S7 12)= ( ) [ ]

[RI3]=>(S7 1

[RI3]=>(S1 11)= >(s12) >(s13) >[ 00] 8
[RI3]=>(S1. 12)=>(S13)=>[RO0] :6
[RI3]=>(S1, 10)= >(513) >[RO0] :6
[RI3]=>(S1 = 6
[RI3]=>(S1, 6
[RI3]=>(S1 6
[RI13]=>(S1)=>(S: 6
[RI3]=>(S1)=>(S2; 6
[RI3]=>(S1)=>(S: >[R 6
[RI3]=>(S1)=>(S2)=" 10)=>(S13)= >[ROO] 6

[RI 11)=>(S12)=: >(513) >[ROD]

[RI 12)=>(S13)=>[R0O0] 5

[RI 5

IRI 5

[RI 5

[RI 10) >(s13) >[RO0] 5
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No. of sdectors | Delaytime(ns) | Area | Total dynamic Power (nW) Céll leakage Power (nW)
1 0.07 1.862 519.66 35.93
2 0.14 3.724 1227.1 71.85
3 0.21 5.586 1969.3 107.69
4 0.28 7.448 2748.9 143.7338
5 0.35 931 3542.4 179.5593
6 041 | 11.172 4282.2 215.3313
7 048 | 13.034 5041.6 251.53
8 0.55 | 14.896 5846.2 287.79
9 0.62 | 16.758 6697.5 32353
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