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Vulnerability simulation of cryptographic circuit to side-channel attacks based
on IC design information
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A method to estimate side channel attack (SCA) vulnerability of
cryptographic circuit from design information of IC was developed. The SCA vulnerability was
simulated for an FPGA-implemented AES circuit and agreed with the measurement results accurately.
Next, for establishing an SCA vulnerability design method, a theoretical formula that expresses the
side channel information leakage (SCIL) intensity with the SNR of the leakage trace is verified by
experiments, and its effectiveness is confirmed. Furthermore, the SCIL band of the AES circuit was
derived and confirmed to be consistent with the experimental results, suggesting that the SCA
vulnerability design method can be established based on the formula and the equivalent circuit model

of _FPGA power distribution circuit. Finally, we developed an electromagnetic interference source
estimation method applying the SCA method and accurately estimated the interference intensities
caused by individual interference sources.
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