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Cryptanalysis of symmetric key encryption algorithm
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Division property, which is a method to efficiently search integral
characteristics as a prior study for common key block cipher MISTY1, is newly proposed, and it is
the first in the world that full round MISTY1 can be deciphered more efficiently than the exhaustive

search method. In this research, we apply this method to the block cipher KASUMI to search for
integral characteristics and newly discover five-round characteristics. Also, by combining this
5-round property with the weak key condition generated with probability 2 -18 , the 7-round
KASUMI has 2 63 chosen plaintexts and 22 63.3 encryption calculations, it revealed that it
was possible to attack.
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