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Research on attack probability using formal methods
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In this research, in order to evaluate the security risk to the system /
software under development, | have modeled the target system formally, and verified the attack
possibility using the formal method to evaluate the risk within the development phases. It was found

that it is possible to verify the possibility of attack using formal methods such as SPIN, Proverif
and EVENT-B by setting a certain vulnerability model. However, when dealing with specific
vulnerabilities, it turned out that the vulnerabilities have to be explicitly embedded to the target
model .
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