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Cryptography is widely recognized for realizing secure communication. We
remark that cryptosystems are guaranteed to be security only when secret keys are suitably
maintained. Thus, it is quite important to consider secret key exposure. In this research, we
propose advanced key update/revocation techniques for practical applications of advanced
cryptosystems. Concretely, we propose revocable identity-based encryption, revocable attribute-based

encryption, and revocable group signatures.
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