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Our goal of this study is to devise methods to avoid phishing by technology

and user’ s competence based on psychological and behavioral traits.
As technical approaches, we proposed two detection methods. A method was to use surface feature of
websites. The other method was to apply machine learning algorithm to results of scoring services of
web sites. We confirmed these proposed ways were usefulness. In addition, as a detection support
technology, we designed a warning dialog that alerts smartphone users to call attention to important
information for figuring safety of web sites and proved this effectiveness. Moreover, as an
approach of user®s ability, we programed a learning material for advanced persistent thread based on
simulated training with video contents and a learning material that enhances the defense ability
from a third person®s perspective. We verified that these materials raised a learning effect.
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