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Research to obtain pictures and videos that can not be forged using variations
of semiconductor sensors
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We researched the method to obtain pictures and videos which can not be
forged using variations of semiconductor sensors. Focusing on the characteristic variations of the
source follower transistors that exist for each pixel of the CMOS image sensor, we proposed a method

of extracting the variations and a method of generating unbiased 1/0 data. From actual CMOS Image
Sensors, variation extraction and 1/0 data generation were performed.lt confirmed that a good output
was obtained as PUF(Physical Unclonable Function).As the use of PUF, we examined space expansion
for challenge and response (C & R) authentication, and proposed the efficiency improvement of the
key regeneration that assumed the key use.
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