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An operating system forprotecting privacy basedon a parallel world model
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In this research, we protect private information using a parallel world
model. In this model, a world is a container of processes and files, and it is easy to create a
world, merge two worlds, and show differences between two worlds. We have implemented worlds using
the Docker container technology in Linux. We create two twin worlds running two twin browsers, and
compare the created files and communication messages from the worlds. We were able to find many
identifiers for user tracking in these files and messages. We have also implemented a web browser
that isolates environments for individual Web services. This browser prevents a user from uploading
secret files of a Web service to another Web service.
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