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We focus on threats of fault injection attacks using intentional
electromagnetic interference, which is one of the most powerful implementation attacks against
cryptographic modules that are increasingly being embedded in loT devices. By combinin? the
lower-layers knowledge of us and the upper-layers knowledge of KU Leuven, we have developed drastic
countermeasure methods against fault injection attacks.



PC

loT

Leuven

loT

Verbauwhede

Digital Electronic Systems
Electrical Engineering

Verbauwhede

DFA)

cosIC

Telecom ParisTech

KU

KU Leuven

Ingrid Verbauwhede

KU Leuven

Jean-Luc Danger

University of Twente( ) Frank Leferink

KU Leuven COSIC

Ingrid Verbauwhede

( Differential Fault Analysis:






10 10 6 1

S. Osuka, D. Fujimoto, Y. Hayashi, N. Homma, A. Beckers, J. Balasch, B. Gierlichs and 1. 99
Verbauwhede

EM Information Security Threats Against RO-Based TRNGs: The Frequency Injection Attack Based on 2018
IEMI and EM Information Leakage

IEEE Transactions on Electromagnetic Compatibility 1-7

DOl
10.1109/TEMC.2018.2844027

N. Saga, T. Itoh, Y. Hayashi, T. Mizuki, and H. Sone 99
Study on the effect of clock rise time on fault occurrence under IEMI 2018
2018 IEEE International Symposium on Electromagnetic Compatibility and 2018 IEEE Asia-Pacific 9-9

Symposium on Electromagnetic Compatibility

DOl
10.1109/1SEMC.2018.8394009

Y. Hayashi, N. Homma E102.B

Introduction to Electromagnetic Information Security 2019

IEICE Transactions on Communications 40-50
DOI

10.1587/transcom.2018EBI10001

Y. Hayashi, I. Verbauwhede, W. A. Radasky 99
Introduction to EM information security for loT devices 2018
2018 IEEE International Symposium on Electromagnetic Compatibility and 2018 IEEE Asia-Pacific 735-738

Symposium on Electromagnetic Compatibility (EMC/APEMC), Singapore, 2018

DOl
10.1109/1SEMC.2018.8393878




Ko Nakamura, Yuichi Hayashi, Takaaki Mizuki, Hideaki Sone

Information Leakage Threats for Cryptographic Devices Using IEMI and EM Emission 2017
IEEE Transactions on Electromagnetic Compatibility 1 1-8
DOl
10.1109/TEMC.2017.2766139
Arthur Beckers, Josep Balasch, Benedikt Gierlichs, Saki Osuka, Masahiro Kinugawa, Daisuke 99
Fujimoto, Yuichi Hayashi, Ingrid Verbauwhede
Characterization of EM Faults on ATmega328p 2019
2019 Joint International Symposium on Electromagnetic Compatibility and Asia-Pacific 820-823
International Symposium on Electromagnetic Compatibility (EMC Sapporo & APEMC 2019)
DOl
Saki Osuka, Daisuke Fujimoto, Naofumi Homma, Arthur Beckers, Josep Balasch, Benedikt Gierlichs, 99
Ingrid Verbauwhede, Yuichi Hayashi
Fundamental Study on Randomness Evaluation Method of RO-Based TRNG Using APD 2019
2019 Joint International Symposium on Electromagnetic Compatibility and Asia-Pacific 244-244
International Symposium on Electromagnetic Compatibility (EMC Sapporo & APEMC 2019)
DOl
Yuichi Hayashi, William Radasky 99
Electromagnetic Information Security Demanded by Social Infrastructure Constructed by 2019
Information Devices
2019 Joint International Symposium on Electromagnetic Compatibility and Asia-Pacific 788-788

International Symposium on Electromagnetic Compatibility (EMC Sapporo & APEMC 2019)

DOl




Mitsuki Takenouchi, Naoto Saga, Yuichi Hayashi, Takaaki Mizuki, Hideaki Sone 99

A Method for Distinguishing Faulty Bytes in Cryptographic Device Using EM Information Leakage 2019
2019 Joint International Symposium on Electromagnetic Compatibility and Asia-Pacific 669-669
International Symposium on Electromagnetic Compatibility (EMC Sapporo & APEMC 2019)

DOl
A. Beckers, M.Kinugawa, Y. Hayashi, D. Fujimoto, J. Balasch, B. Gierlichs, & I. Verbauwhede 99

Design Considerations for EM Pulse Fault Injection 2019

In: International Conference on Smart Card Research and Advanced Applications. Springer, Cham, 176-192
2019.

DOl

12 3 3

, , , Arthur Beckers, Josep Balasch, Benedikt Gierlichs, Ingrid Verbauwhede,

TRNG on-the-fly

2019 SC1S2019

2019

, , , Arthur Beckers, Josep Balasch, Benedikt Gierlichs, Ingrid Verbauwhede,

2018

2018




Saki OSUKA, Daisuke FUJIMOTO, Naofumi HOMMA, Arthur BECKERS, Josep BALASCH, Benedikt GIERLICHS, Ingrid VERBAUWHEDE, Yu-ichi
HAYASHI

Fundamental Study on Degradation of Randomness in TRNG due to Intentional Electromagnetic Interference

EMC Joint Workshop 2018 Daejeon

2018

2018

2018

, , , , Arthur Beckers, Josep Balasch, Benedikt Gierlichs, Ingrid Verbauwhede

2018

Y.Hayashi

EM Information Leakage Threat Caused by Low-power IEMI and Hardware Trojan

AMEREM2018

2018




Yuichi Hayashi

EM Information Security Threats and Its Countermeasures

EMC Beijing 2017

2017

IEEE EMC Society Sendai Chapter Colloquium

2017

HT

2018

2018

, , , , Arthur Beckers, Josep Balasch, Benedikt Gierlichs, Ingrid Verbauwhede

2018

2018




TERO-based TRNG

2019

2020

(Verbauwhede Ingrid)

ESAT

(Balasch Josep)

ESAT FWO Postdoc

(Gierlichs Benedikt)

ESAT FWO Postdoc




(Beckers Arthur)

ESAT FWO Postdoc




