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Systematization of electromagnetic _security engineering countermeasure against
fault-injection attacks caused by intentional electromagnetic interference
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Problems on countermeasures against intentional electromagnetic interference
on information communication equipment are discussed.
Analysis of output from an FPGA under IEMI attack gave an idea of risk assessment on attack timing
to cause failure. Also a method to measure waveforms under IEMI failure for tolerance evaluation and
effect of amplitude resolution of the waveform were proposed. Based on analysis on mechanism of
electromagnetic interference, a new method to evaluate the risk of secret key analysis by
determining the time of failure injection on processing of a cryptographic equipment. Also an design
of binary image which can suppress image information leakage by electromagnetic radiation.



(1IEMI)
IEMI
(HPEM)
Electromagnetic Compatibility (EMC) Society

(IEC) (ITU) HPEM 100V/m
HPEM 1kV

IEEE

HPEM 3 \Y

IEMI

(1)

(2)
3)
(4)

1EMI

o ®
H29 H30 R1

2 18M @
H29 30 RL R2

@

1EMI

(2) IEMI
1EMI



®

@
4)
©)) FDTD
)
29 IC
IC
FPGA
FPGA
IC
29 1 1EMI
IC
IC
IC
IEEE Transaction
on Electromagnetic Compatibility Early Access
29 2

30

31

30 2



31

30

31

PC



EMC



1 1 0 0

Nakamura Ko Hayashi Yu-Ichi Mizuki Takaaki Sone Hideaki Early Access
Information Leakage Threats for Cryptographic Devices Using IEMI and EM Emission 2017
IEEE Transactions on Electromagnetic Compatibility 18
DOI
10.1109/TEMC.2017.2766139

27 1 1

Birukawa, Ryota, Mizuki, Takaaki, Sone, Hideaki, Hayashi, Yuichi

A Practical Evaluation Method for EM Information Leakage by Using Audible Signal

2019 Joint International Symposium on Electromagnetic Compatibility and Asia-Pacific International Symposium on
Electromagnetic Compatibility, Sapporo (EMC Sapporo & APEMC 2019)

2019

Aihara, Kenji, Hayashi, Yuichi, Mizuki, Takaaki, Sone, Hideaki

Study on the Influence of Contact Surfaces Roughness on High-Frequency Signal Transmission Characteristics

2019 Joint International Symposium on Electromagnetic Compatibility and Asia-Pacific International Symposium on
Electromagnetic Compatibility, Sapporo (EMC Sapporo & APEMC 2019)

2019

Takenouchi, Mitsuki, Saga, Naoto, Hayashi, Yuichi, Mizuki, Takaaki, Sone, Hideaki

A Method for Distinguishing Faulty Bytes in Cryptographic Device Using EM Information Leakage

2019 Joint International Symposium on Electromagnetic Compatibility and Asia-Pacific International Symposium on
Electromagnetic Compatibility, Sapporo (EMC Sapporo & APEMC 2019)

2019




Ryota Birukawa, Yu-ichi Hayashi, Takaaki Mizuki, Hideaki Sone

A study on an Effective Evaluation Method for EM Information Leakage without Reconstructing Screen

2019 International Symposium on Electromagnetic Compatibility - EMC EUROPE

2019

55
2019

55
2019

Ryota Birukawa, Yu-ichi Hayashi, Takaaki Mizuki, Hideaki Sone

A Study on an Efficient Evaluation Method for EM Information Leakage by Changing Display Color (from SCIS 2019)

The 14th International Workshop on Security (IWSEC 2019)

2019




2019

2019

2019

IEEE EMC Society Sendai Chapter

2020

IEEE EMC Society Sendai Chapter

2020




IEEE EMC Society Sendai Chapter

2020

Naoto Saga, Takuya Itoh, Yu-ichi Hayashi, Takaaki Mizuki, Hideaki Sone

Study on the effect of clock rise time on fault occurrence under IEMI

2018 IEEE International Symposium on Electromagnetic Compatibility and 2018 IEEE Asia-PacificSymposium on Electromagnetic
Compatibility (EMC/APEMC)

2018

Ryota Birukawa, Gentaro Tanabe, Yu-ichi Hayashi, Takaaki Mizuki, Hideaki Sone

A study on an evaluation method for EM information leakage utilizing controlled image displaying

2018 IEEE International Symposium on Electromagnetic Compatibility and 2018 IEEE Asia-Pacific Symposium on Electromagnetic
Compatibility (EMC/APEMC)

2018

2018




2018

2018

2018

2018

Kenji Aihara, Yu-ichi Hayashi, Takaaki Mizuki and Hideaki Sone

Study on the Effect of Surface Condition on High-Frequency Transmission Characteristics

(1S-EMD2018)

2018

Naoto Saga, Yu-ichi Hayashi, Takaaki Mizuki and Hideaki Sone

A Specification Method of Faulty Bytes in Cryptographic Module Using EM Information Leakage

EMCJWS2018

2018




Mitsuki Takenouchi, Yu-ichi Hayashi, Takaaki Mizuki and Hideaki Sone

Influence of IEMI considering injected signal phase on faulty outputs in a cryptographic module

EMCJWS2018
2018
2019 (SC1S2019)
2019
2017

2017




2017

2017

2017

2017

2017

Naoto Saga, Yu-chi Hayashi, Takaaki Mizuki, and Hideaki Sone

A Method of Fault Detection in Encryption Device Based on Leaked EM Information from Adder Circuit

EMC Joint Workshop

2017




(Hayashi Yuichi)

(60551918) (14603)
(Mizuki Takaaki)
(90323089) (11301)




