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Non-authentic but skillfully fabricated artificial replicas of authentic
media in the real world are known as “ media clones.” In recent years, these media clones have
become a social threat due to their increased distribution in cyber-physical spaces. In particular,
media clones of voice, fabricated by using speech analysis/synthesis techniques, can be abused for
spoofing and tampering with authentic speech signals. This leads to serious social problems
involving, for example, fraud by voice impersonation and unauthorized speaker verification. This
research project has constructed the basis of auditory-media signal processing for defending against

media clone attacks. To this end, we have clarified the basic principles and fabrication of voice
media clones and then propose auditory-sensing techniques consisting of auditory information hiding
techniques and auditory fingerprinting techniques.
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