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Recently, the number of mobile devices deployed wireless technologies is
rising, and the opportunity of wireless communication is also increasing. However, there is a
problem that information is leaked by man-in-the-middle attacks. Therefore, the communicating
devices must authenticate each other to confirm that they are legitimate devices. Hence, devices
must conduct secure pairing, which is exchange of key necessary for encrypting communication
contents, before the communication.
We propose a method that perform pairing using devices® accelerometers and markers displayed on
devices, and a camera of authentication server.This method has advantage that can detect devices”
inclination by recognizing markers®™ inclination. We performed three types of experiments to conform
the similarity of displacement data and acceleration data, whether an impersonator outside camera
range can perform pairing, and possibility of several devices pairing together.
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