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Access pattern hiding searchable symmetric encryption scheme

Kurosawa, Kaoru
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In the model of searchable symmetric encryption schemes, the user wants to
obtain the files which includes the keyword keeping the keyword and files secret. In the model of
private information retrieval (PIR), a server S holds a database x = (x1, . . . , xn) {0, 1}n, and

a user holds a secret index i_0. The user should be able to retrieve x_{i_0} without revealing no
information on i_0. In this research, it is shown that we can construct a searchable symmetric
encryption scheme which can hide even the access pattern from the server by combining any PIR scheme
with cuckoo hashing, where the user does not need to keep the set of keywords. Further in the
information theoretic setting, an efficient decoding algorithm is shown for a b error correcting L
server PIR scheme. It runs in time O(L .
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