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We mainly studied the processing that malware performs to interfere with its

own analysis in the loT environment (anti-analysis processing). First, a static analysis of more
than 200,000 malware samples revealed the trend of specific analysis evasion processes performed by
the malware. Secondly, we analyzed the behavior of long sleep, which is one of the resistant
analysis processes, and clarified the actual situation. Third, we construct a new anti-analysis
process in which the malware uses multithreaded execution to detect sandboxes and virtual machines
to show the degree of threat. Fourth, we show the multiple resistant analysis operations that can be
performed on the Raspberry Pi and their degree of threat. Fifth, we developed a new dynamic
analysis method for malware that raises exceptions.
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