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In this research, we developed a practical computer-assisted formal
verification system for security of cryptographic systems using a formal theorem prover Mizar and a
security model checker ProVerif. By using Mizar, we has developed formalized mathematical library
related to cryptology. Since this result is a formalization of the basics of computer science such
as probability, statistics, functional analysis, calculation algorithms and computational
complexity, it can be applied to other than cryptology. On the other hand, by using ProVerif, we
proposed a security verification method not only for basic cryptographic protocols but also for
models suit for actual systems and implementations. Our proposed method has made it possible to
provide design support and formal security verification during development of actual cryptographic
modules such as cryptographic hash functions and block cipher modes of operation.
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