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In this research project, we conducted research on the derivation of secure
cryptographic parameters for the standardization of post-quantum cryptography (PQC). In particular,
we evaluated the difficulty of the Learning with Errors (LWE) problem, which is the basis of the
security of lattice-based cryptography, and we achieved a world record for solving the
70-dimensional LWE problem in 32.7 CPU hours in the LWE challenge hosted by Darmstadt University of
Technology. We also constructed an efficient key exchange scheme based on the difficulty of the
ring-LWE problem and proposed cryptographic parameters to achieve the security level of the NIST PQC

standardization project. Furthermore, the security of various attack methods against lattice-based
cryptography (modulus switching attack, key reuse attack, etc.) was evaluated.
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