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Robustness and efficiency metrics of the name obfuscation methods
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The purpose of this work is to evaluate the tolerance of the identifier
renaming obfuscation (IRM), which is the most popular obfuscation method. For this, we proposed the
recommendation method for the verbs of the methods. The experimental results showed that our method

could restore about 40% verbs of methods. The result is not high; however, it indicates the IRM has
some vulnerabilities since 40% of methods has the possibility of exposure to their behaviors by the
proposed method.
To achieve the above, we need the analysis techniques of binary software because the source codes of
obfuscated software do not open. Then, we applied the techniques for scaling up the birthmarking
method, which is calculating similarities between the binary software. As a result, the method
successfully reduces to 40% comparing the time of the conventional method, when the threshold was 0.
2.
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