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Client-server-based media recognition services, where client users send a
media data to the recognition server while the server recognizes it and returns the result, have
several risks for leaking sensitive information such as the recognition results, the server"s
recognition model, its training data, and so on. In this research project, we analyzed how much
these risks are urgent and proposed some techniques to avoid or defend against them. The outcomes of

this research project mainly include (i) media recognition framework where the recognition results
are not disclosed to the server but correctly conveyed to the user, (ii) techniques to prevent and
detect unauthorized clones of the server®s recognition model, which we call "cloned recognizers",
and (iii) techniques to estimate and regenerate a training data of a media recognition model only
from the model itself.
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