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The private key management of a crypto-assets wallet is using
practically in both cases of a personal use and tens of thousands of people use in crypt-assets
exchanges. If the personal use and the crypto-assets exchanges use are a small case and a large case

respectively, the private key management of 100 pieces of crypto-assets wallet placed in same site
is a medium case. However, a de facto standard of the private key management in the medium case does
not exist. We aim to establish a private key management method in the medium case for keeping
balance of usability and security.

We have developed the protocol that transfer transactions between multiple crypto-assets
wallets and a cold storage, and experimented by using one-board microcomputer as the cold storage.
we have proposed serial communications such as USB and Bluetooth, and communications by recording
mediums such as microSD card and NFC.
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kos@kos:~$ bitcoin-cli -testnet decoderawtrans
action $(bitcoin-cli -testnet getrawtransactio
n 585d1bc8f71f262f1lc6e3743cd7d6e6d9efe690fcedc
6770d7361c902d02c361)

{

"txid": "585d1bc8f71f262f1lc6e3743cd7d6e6d9ef
€690fcedc6770d7361c902d02c361",

"hash": "585d1bc8f71f262f1c6e3743cd7d6e6d9ef
e690fce@c6770d7361c902d02c361",

"version": 1,

"size": 225,

"vsize": 225,

"locktime": 0,

"vin" . [

{

"txid": "3aa8420fb6777e3642f0b853788cf5d
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