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Development of the virtual information security simulator and improvement of
practical security education
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We first developed a virtual information security simulator for learning

about information security. The simulator allows students to simulate a series of common cyber
attacks on the Internet using a cloud-based system. In this way, students can learn about the
methods of cyber attack used by crackers and consider how to defend against them.
This system is used in our information security education course, and through usability evaluation
and questionnaire evaluation of the system, we were able to obtain a high evaluation from students.
In addition, by comparing the level of achievement before and after the introduction of the system,
the educational effect of the system was clarified, and the improvement of the quality of security
education was achieved.
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