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We studied theories and techniques for modeling, analyzing, and verifying
guantitative properties of cyber-physical systems (CPSs). First, we developed HylLeak, a tool for
estimating information leakage in programs by combining program analysis with statistical analysis.
Second, we investigated quantitative models for privacy leakage in CPSs, proposed privacy protection

mechanisms based on game theory and differential privacy, and demonstrated that the proposed
mechanisms are effective for location-based services. Third, we introduced StatEL (statistical
epistemic logic), a modal logic for describing statistical knowledge, and showed how this logic can
be used to formalize the statistical specification of machine learning models used inside CPSs.
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