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Development of control network structure for continuing control service even
under cyber attack
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We proposed a new structure for Level 2 networks as "fog", which is to
prevent external access to the controllers, which would cause a physical accident if manipulated by
a cyber attacker, and to virtualize the network in the plant site and securely connect it to a Level

3 or higher network that has been moved to "cloud".
We developed the technologies to realize "fog". One is SDN technology that, when it detects a
possible attack, does not simply block it, but isolates the controller and leads it to a sandbox to
ensure safety and acquire information on the attacker. Second is a risk assessment system to
evaluate the risk of observed abnormality considering vulnerabilities in "fog". We propose to apply
encrypted OPC-UA communication in "fog". Encryption makes communication secure, but it does not
prevent the transmission of dangerous commands to the controller, so we developed a system to
monitor the communication contents in encrypted communication.
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