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Cryptographic functions and public key digital signatures are used in
cryptographic virtual currencies including Bitcoin. The security of these cryptographic algorithms
themself has already been well studied and evaluated academically. However, the reliability of
currency utilization protocols and the privacy analysis of applied services are not sufficient yet.
This study academically evaluated the security of virtual currencies and smart contract systems that

use cryptographic algorithms such as Bitcoin, its variants, and blockchain. In addition, the
relationship between anonymity and personal information was also theoretically analyzed based on the
analysis of the distributed cryptographic protocol. We also investigated the enhancement of
security and anonymity by modifying the basic algorithms and Protocols.
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