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We proposed a system to mitigate attacks against DNS cache. The system
collects history including terminal information, extracts usage features, and performs learning,
and, also performs history-based feature extraction and anomaly detection on the cache side. We
designed and implemented a prototype of this system. In the process, we obtained some knowledge
about security in DNS and presented our research. Specifically, we found that the security of
communication between the terminal and the resolver is necessary to ensure the security of the DNS,
we also developed a method to keep a history of name-drawing for each application in the terminal,
and to use the name-drawing of security devices that use DNS by using the DNS standard functions,
the research presented a method to reduce the load on security equipment as well as to inspect the
name-drawing of security equipment using DNS at the time of relay.
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