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1) The necessary features for effective detection of distributed attacks
were investigated. 2) Realization and performance verification of a lightweight attack detection
system based on machine learning. 3) A new feature selection method was proposed,we proposed a
detection system that uses multiple detectors in parallel and demonstrated its performance. 4)
Regarding the method of using multiple classifiers in order to maintain the balance of multiple
performance indicators for attack detection, the effects of related parameters on the detection
performance were investigated and meaningful findings were obtained. 5) We conducted research on the

automatic extraction of thresholds for attack detection from multidimensional behavior patterns and
the automatic adjustment of the thresholds during detection, and obtained meaningful results.
Based on the research results of this research, seven academic journal papers and 8
domestic/international academic conference papers were published.
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Algorithm 1 Correlated-Set Thresholding on Gain-Ratio (CST-GR)

Input: Feature Set (FI)
Output: Selected Feature Set (FS)
1. Read all the original features to the set FL.
FI={f1.f2 f3, ... ... ... fnl, n = the number of the original features
2. Extract the feature set having the highest correlation based on the merit function: Equation (1), FCc FI
FC = {f1.f2, ..., fcl, € = the number of features in the subset having the best merit value

3.  Calculate the minimum gain value of the features in FC, f i (FC)

4. Use Equation (2) to calculate the gain-ratio value of each feature of FI

GR = {If1, 1), {f2. v2l, - .., {fns Tnll, where v; is the gain-ratio value of f; (11 < n)

From GR, select the features whose gain-ratio values are greater than or equal to f i (FC), FSC FI

w

FS=1ry, ra,r3, ... ... ., 1), s = the number of finally selected features
6.  Output FS
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