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The purpose of this study is to construct an authentication protocol with

receipt-freeness, coercion-resistance, and deniability. The main achievements are as follows. (1) As
an authentication mechanism using encryption that simultaneously realizes anonymity and
invalidation, we proposed a predicate authentication scheme that ensures anonymity and deniability
with a revocation function. (2) We evaluated 11 studies on the receipt-freeness and
coercion-resistance of electronic voting using blockchain techniques. In many of them, although
there is an argument for receipt-freeness, it has been found that it is difficult to guarantee the
coercion resistance. (3) The receipt-freeness and coercion-resistance of authentication were defined
based on evidentiary information in authentication protocols. Furthermore, to define it
appropriately, we proposed scenarios in which legitimate users can be forced to perform
authentication acts for biometric authentication.
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