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I analyzed cases of attacks via the external interface of the connected car,
and examined the countermeasures. | realized the dynamic filtering mechanism with software, and
evaluated it with the actual vehicle. It is possible to classify attack patterns in in-vehicle
systems into several categories and provide them as standard data sets. | confirmed that fuzzing
data can be generated by applying an algorithm called machine learning model r-VAE, and evaluated
the effectiveness as attacks. | also devised a compression algorithm for CAN messages of in-vehicle

LAN data, and completed a prototype that can be analyzed on a server and visualized as meaningful
information such as speed and engine status.
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