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Browser fingerprintin? technology (FP technology) is a technique that
identifies browsers on the server side by utilizing the information that a browser can use when
accessing a web server. FP technology has applications in the detection of online fraudulent
activities, making it a highly anticipated technology socially. However, not only are fraudsters
taking countermeasures against FP technology, but browser vendors are also strengthening their
tracking features, making identification increasingly difficult. In this study, we conducted
research on more advanced methods, such as applying machine learning.

In this research, we conducted a large-scale experiment (with over 20 million accesses and 600,000
different devices), achieving results of 0.99 or higher in precision, recall, accuracy, and F1
score. Furthermore, we carried out experiments using an innovative method that leverages clustering,

anticipating situations where obtaining supervised labels is challenging.
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