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In this research, we conducted research on neuromorphic hardware that
drastically improves the performance of deep learning, and in particular, we focused on improving
the reliability of neural networks using memristors. Manufacturing technology of the memristors is
immature and have issues with reliability. Therefore, we worked on developing the fault-tolerant
techniques for the memoristar-based neural network. In particular, we have developed an error
correction function that adds redundant cells for checksums in the column and row directions. As a
result of numerical calculation using the Hopfield network, it was confirmed that the identification

rate was improved by 25.81% compared to no measures and 5.25% compared to the existing method.



Neuromorphic Computer

(Xo, X1, X2, X3)

ReRAM _
@

(Xo, X1,X2,X3) (ro, n, r2)

ReRAM | ReRAM storage

1
- (Yo, ¥ Y2, s, o, , t)

B Syndrome generation

-~

circuit (SGC)
i(So,s-,Sz)
Correction bit
oS Demder<(c)| generation girout CBGC)
1 (Co, €1, C2,€3) | (Yo, 1, ¥2, ¥3)
| Errror correction |
CMOS (OY[__ircuiit (ErCC)
CMOS (2o, Z}Zz, z3)
1
Journal of Electronic Testing: Theory and Applications
(JETTA)
784)- Wl (30)- w2
(10) ( 3 (30) WLANBR)THHLEEE) wW2(HABR)THHLIZES)
100
90
_80
K70
MNIST # --- fault-free ggg -=- fault-free
2 sa0(w1) 7340 sa0(w2)
0 — sal(wl) 30 sal(w2)
95% T sa081(w2)
00 5 10 15 20 25 30 35 40 00 5 10 15 20 25 30 35 40
ko S IRy

2.



HEAtL

NFxvIYL

FFruo YL

3 3
1.88%
_ 20 T T T T
% 16 | '_,_,_li_
B 120
§ 127 i
s
° 8 RS -
AE < o
g 41 Proposed method = —|
VAE g 152 | AE-basedmethod --------
% 0
4 2 0% 02 04 06 08 1
8.5 Yield loss ratio [%]
IEEE International Test Conference (ITC) 2018 4:
FPGA FPGA
FPGA FPGA
FPGA
FPGA
FPGA 50 FPGA
( 5 FPGA
2 1
IEEE Transactions on Computer-Aided Design of Integrated Circuits and
Systems VDEC/d.lab — ;mz.] I
15th D2T :
(JEITA)
FPGA The 27th IEEE %o 1015202530 0 5 101520 2% 5’7 1015202530 s 1o15)<2t)253;)E

2nd day 6th day

5: FPGA

International Symposium on On-Line Testing
and Robust System Design 10LTS

10th day 14th day



4 4 0 0

Michihiro Shintani, Michiaki Saito, Kazunori Kuribara, Yasuhiro Ogasahara, and Takashi Sato 33

Measurement and Modeling of Ambient-air-induced Degradation in Organic Thin-Film Transistor 2020

IEEE Transactions on Semiconductor Manufacturing 216-223
DOl

10.1109/TSM.2020.2986609

Foisal Ahmed Michihiro Shintani Michiko Inoue 36

Area-Efficient and Reliable Error Correcting Code Circuit Based on Hybrid CMOS/Memristor 2020

Circuit

Journal of Electronic Testing 537 546
DOl

10.1007/s10836-020-05892-3

Foisal Ahmed Michihiro Shintani Michiko Inoue E103.A

Cost-Efficient Recycled FPGA Detection through Statistical Performance Characterization 2020

Framework

IEICE Transactions on Fundamentals of Electronics, Communications and Computer Sciences 1045 1053
DOl

10.1587/transfun.2019KEP0014

Foisal Ahmed Michihiro Shintani Michiko Inoue -

Accurate Recycled FPGA Detection Using an Exhaustive-Fingerprinting Technique Assisted by WID 2021

Process Variation Modeling

IEEE Transactions on Computer-Aided Design of Integrated Circuits and Systems

DOl
10.1109/TCAD.2020.3023684




19 2 9

Yuya Isaka, Michihiro Shintai, Foisal Ahmed, and Michiko Inoue

Unsupervised Recycled FPGA Detection Based on Direct Density Ratio Estimation

IEEE International Symposium on On-Line Testing and Robust System Design

2021

Michihiro Shintani, Tomoki Mino, and Michiko Inoue

LBIST-PUF: An LBIST Scheme Towards Efficient Challenge-Response Pairs Collection and Machine-Learning Attack Tolerance
Improvement,

IEEE Asian Test Symposium

2020

JEITA

2020

Michihiro Shinani

Recycled FPGA detection using exhaustive fingerprinting characterization

The 15th D2T Symposium, The University of Tokyo

2020




FPGA

2021

Romain Chicoix, Michihiro Sintani, Kouichi Kumaki, and Michiko Inoue

Improvement of Variational Autoencoder Based Test Escape Detection through Image Transformation

(VLSI )

2019

Foisal Ahmed, Michihiro Shintani, and Michiko Inoue

Feature Engineering for Recycled FPGA Detection Based on WID Variation Modeling

IEEE European Test Symposium (ETS)

2019

Foisal Ahmed, Michihiro Shintani, and Michiko Inoue

Low Cost Recycled FPGA Detection Using Virtual Probe Technique

IEEE International Test Conference in Asia (ITC-Asia)

2019




(VLSI )

2020

FPGA

2020

Foisal Ahmed, Michihiro Shintani, and Michiko Inoue

Feature Engineering for Recycled FPGA Detection Based on WID Variation Modeling

IEEE European Test Conference (ETS)

2019

SPICE

(VLSI )

2019




Michihiro Shintani, Kouichi Kumaki, and Michiko Inoue

Variational Autoencoder-Based Efficient Test Escape Detection

2019

Foisal Ahmed, Michihiro Shintani, and Michiko Inoue

An Efficient Approach to Recycled FPGA Detection Using WID Variation Modeling

( )
2019
PUF
( )
2019
( )

2018




Michihiro Shintani, Yoshiyuki Nakamura, and Michiko Inoue

Artificial Neural Network Based Test Escape Screening Using Generative Model

IEEE International Test Conference (ITC)

2018

Mamoru Ishizaka, Michihiro Shintani, and Michiko Inoue

Area-efficient and Reliable Hybrid CMOS/Memristor ECC Circuit for ReRAM Storage

IEEE Asian Test Symposium (ATS)

2018

Mamoru Ishizaka, Michihiro Shintani, and Michiko Inoue

Area-Efficient Memristor-Crosshar-Based Error Correcting Code Circuit

Workshop on Security, Reliability, Test, Privacy, Safety and Trust of Future Devices (SURREALIST)

2018

http://dslab.naist.jp/







