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研究成果の概要（和文）：本研究では、チップから高信頼診断データを収集し、複雑なタイミングを伴う欠陥を
診断することで大きな成果を上げた。まず、潜在的なIRドロップとクロックスキューを考慮してテスト応答を確
実に収集できる２つの新しい手法が提案した。1つは静的な構造回路解析に、もう1つは正確なGPU加速タイミン
グシミュレーションに基づくものである。また、内部欠陥の検出・診断可能なソフトエラー耐性ラッチを提案し
た。更に、実際の欠陥と様々な遅延変動の複合効果を含む高圧縮製造テスト応答を分析できる新しい微小遅延故
障診断手法、及び、隠れた遅延欠陥を識別してそれらが発生する前に初期寿命の故障から学習できる診断手法を
提案した。

研究成果の概要（英文）：This project made significant progress in collecting reliable diagnosis data
 from chips and enabling diagnosis of defects with complex timing behavior. Two new methods for 
reliably gathering test responses in the face of potential IR-drop and clock skew issues were 
developed. One method is based on static structural circuit analysis and the other method is based 
on accurate GPU-accelerated timing simulation. Furthermore, a new soft-error tolerant latch was 
published that enables testing and diagnosing of latch-internal production defects for the first 
time.
Two new diagnosis algorithms were developed. First, a new small delay fault diagnosis approach that 
is able to analyze highly compressed production test responses that contain the combined effects of 
the actual defect and omnipresent and unknown delay variations. Second, a diagnosis approach that 
can for the first time identify hidden delay defects to learn from early-life failures even before 
they occur.

研究分野： Accelerated simulation, VLSI test and diagnosis

キーワード： VLSI　Logic Diagnosis　Small-Delay Defects　IR-Drop　Response Compression　Process Variations
　Soft-Error Tolerance　GPU Computing
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令和

研究成果の学術的意義や社会的意義
Finding root causes of failing chips through logic diagnosis is essential to ensure and improve 
reliability and safety of electronic systems. This research enabled diagnosis of complex timing 
defects previous methods were unable to find and thus contributes to more reliable and safe systems.

※科研費による研究は、研究者の自覚と責任において実施するものです。そのため、研究の実施や研究成果の公表等に
ついては、国の要請等に基づくものではなく、その研究成果に関する見解や責任は、研究者個人に帰属されます。



１．研究開始当初の背景

Logic diagnosis is the process of identifying defective transistors or wires within a VLSI chip based on its 
erroneous behavior [1]. It is an essential part failure analysis that is required for improving chip 
production yield and meeting the stringent reliability and safety levels required in medical, automotive 
and aerospace domains [2]. Automated diagnosis methods rely on a-priori assumptions about defect 
mechanisms in order to produce a list of fault candidates that best explains the observed errors [3]. 

As VLSI technology complexity and diversity increases, defect mechanisms became much more diverse 
and more complex in their behavior [4]. Diagnosis algorithms with inaccurate or oversimplifying a-priori 
defect assumptions may mislead engineers in their quest to understand the true issues by producing wrong 
fault candidates or no candidates at all. 

With the rise of Fin-FET technologies, small delay defects and hidden delay defects became the most 
prominent example of a defect with rather complex behavior [5]. Current diagnosis approaches provide 
only very limited support for such defects and cannot be used during high-volume production. In 
addition, if a circuit under test contains timing issues, collecting diagnostic test responses in itself can be 
unreliable due to process variations or power supply noise. 

２．研究の目的

The purpose of this research is to boost the 
success rate of logic diagnosis for defects with 
complex behavior. The key challenge is to use 
diagnosis algorithms with exactly the right a-
priori assumptions. As shown in figure 1, if too 
many assumptions restrict the diagnosis 
process, misleading results are generated 
leading engineers into the wrong direction. If 
too few assumptions are made, diagnosis results 
can be too unspecific and not actionable by 
engineers. 

To overcome the challenge of mismatching 
assumptions, this project proposed an Interactive Logic Diagnosis approach in which automatic diagnosis 
is combined directly with human reasoning of expert engineers. This was to enable world-leading basic 
research on two fronts: (1) Achieve fast runtime performance of automated logic diagnosis to enable 
interactivity, and (2) a new way of interacting with logic diagnosis systems. 

３．研究の方法

The key research work in this project is the development of methods and algorithms for test response 
acquisition and logic diagnosis. The algorithms are developed based on the targeted diagnosis problems, 
predominant defect types and well-known restrictions and best practices for potential industrial 
application. Within this project, the algorithms have been prototyped in software. Since actual diagnosis 
data from real chips are usually not accessible to academic researchers, experimental evaluations and 
performance measurements were made using common and widely-accepted benchmark circuits and 
simulation models.

Most of the developed algorithms in this project require significant compute power. To ensure feasibility 
for real-world applications, the most compute intensive parts of the algorithms (e.g. gate-level timing and 
power simulations) were developed with GP-GPU acceleration in mind. Funds of this project were used 
to purchase and install the necessary GPU-based acceleration hardware to enable this development and 
prove the viability of the new approaches to simulation and logic diagnosis.

Research was conducted in international collaboration with Prof. Wunderlich from the Institute of 
Computer Architecture and Computer Engineering (ITI), University of Stuttgart, Germany and Prof. Wen 
at Kyushu Institute of Technology (Kyutech), Iizuka, Japan. The research at ITI is mainly focusing on the 
accelerated timing simulation engine itself that was used in this project. The other research at Kyutech is 
primarily dealing with power supply noise during testing, which is an important source of timing defects 
in circuits and informed the diagnosis work in this project.
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1. Research Objectives, Research Method, etc. 
This research proposal will be reviewed in the Basic Section of the applicant’s choice. In 

filling this application form, refer to the Application Procedures for Grants-in-Aid for 
Scientific Research-KAKENHI-. 
In this column, research objectives, research method, etc. should be described within 3 pages. 
A succinct summary of the research proposal should be given at the beginning.  
The main text should give descriptions, in concrete and clear terms, of (1) scientific 

background for the proposed research, and the “key scientific question” comprising the core 
of the research plan, (2) the purpose, scientific significance, and originality of the research 
project, and (3) what will be elucidated, and to what extent and how will it be pursued during 
the research period. 
[SUMMARY]  
With increasingly tight integration of complex and diverse technologies (More-than-Moore) in VLSI, 
logic diagnosis algorithms become ineffective because of unpredictable defect mechanisms. The 
proposed Interactive Logic Diagnosis approach tackles this problem by combining automated 
diagnosis directly with human reasoning of expert engineers. 
Instead of just interpreting fault candidate lists generated by classic diagnosis algorithms, engineers 
have to be able to directly test fault hypotheses and guide the diagnosis system with their knowledge 
and experience to achieve superior fault isolation. 
This project will enable world-leading basic research on two fronts: (1) Achieve fast runtime 
performance of automated logic diagnosis to enable interactivity, and (2) develop a way of 
interacting with logic diagnosis systems superior to fault candidate lists. 
[MAIN TEXT] 
(1) Scientific Background and Key Research Question 
 
Logic diagnosis is the process of inferring 
probable internal defects from the 
erroneous outputs of a logic circuit [1]. It is 
an essential part of modern VLSI chip 
development for identifying and eliminating 
issues that cause erroneous behavior, limit 
production yield or decrease reliability in 
the field [2]. Automated diagnosis methods 
rely on a-priori assumptions about defect 
mechanisms in order to produce a list of 
fault candidates that best explains the 
observed errors [3]. As VLSI technology complexity and diversity increases with the tight integration 
of digital-, analogue- and RF-cores [4], complex ultra-low-power management, test infrastructure and 
3D-integration, defect mechanisms became much more diverse and unpredictable. 
As shown in Figure 1, designers and production engineers interpret the fault candidate lists generated 
by logic diagnosis tools to understand the underlying defect mechanisms and take appropriate actions. 
However, as these fault candidate lists may already be tainted by inaccurate a-priori assumptions and 
engineers may be mislead in their quest to understand the true defect. This research proposal 
challenges the current belief that the best possible way to interact with diagnosis tools is interpreting 
its fault candidate lists.  
Key scientific question: 
In the context of logic diagnosis with incomplete information on the defect mechanisms, (1) how could 
automated reasoning be directly combined with human expert understanding and experience, and (2) 
what are the benefits over interpreting fault candidate lists after automated diagnosis has finished. 
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Figure 1: Classic Diagnosis With Unknown Defect Types Fig. 1: Impact of assumptions on logic diagnosis results.



During this project, a new collaboration was established with the research group of Prof. Hellebrand, 
University of Paderborn, Germany. Her research focuses on hidden delay defects, an important indicator 
of reliability problems in safety-relevant systems.

４．研究成果

This project resulted in five key research findings that will be presented below. Four of these findings 
have already been formally published at international conferences, and the latest result is currently under 
review for an international conference later this year. The wide dissemination of the research results at the 
leading test conferences in the USA and Europe greatly strengthened the visibility of Japanese research in 
the field of VLSI test and diagnosis. In 2019, two papers funded by this project were the only 
academic contributions from Japan accepted at the International Test Conference (ITC) and the 
European Test Conference (ETS) for full talks, respectively. Furthermore, related research has been 
presented and discussed in 7 talks at domestic and international workshops and one poster at an 
international conference to foster and strengthen collaborations with other research groups in Japan and 
Europe. 

During the in-depth studies of assumptions made by current diagnosis algorithms, it turned out that one 
important type of assumption was not adequately represented in the original project proposal. This 
assumption is the robustness of the test infrastructure used to collect diagnostic data. It turned out that 
especially marginal chips that are relevant for in-depth diagnosis can also be more prone to shift timing 
errors that can change test responses completely unrelated to the defect of interest. To improve the 
relevance of the conducted research and improve the publication output of this project, it was decided to 
put more emphasis on test infrastructure in place of the more esoteric aspects of interactivity. Based on 
the strong foundation developed in this project, we plan to cover more advanced topics of interactive 
logic diagnosis in future projects. 

The key research findings are as follows: 

(1) Clock-Skew-Aware Scan Chain Grouping for Mitigating Shift Timing Failures in Low-Power 
Scan Testing 

High scan shift power often leads to excessive 
heat as well as shift timing failures. Partial 
shift (shifting a subset of scan chains at a time 
as shown in Fig. 2(b)) is a widely-adopted 
approach for avoiding excessive heat by 
reducing global switching activity. We have 
shown for the first time that it may actually 
cause excessive IR-drop on some clock 
buffers and worsen shift clock skews, thus 
increasing the risk of shift timing failures. 
This paper addresses this problem with an 
innovative method, namely Clock-Skew-
Aware Scan Chain Grouping (CSA-SCG). 
CSA-SCG properly groups scan chains to be 
shifted simultaneously so as to reduce the 
imbalance of switching activity around the 
clock paths for neighboring scan flip-flops in 
scan chains. Experiments on large ITC’99 
benchmark circuits demonstrated the 
effectiveness of CSA-SCG for reducing scan shift clock skews to lower the risk of shift timing failures in 
partial shift. 

This research was conducted in international collaboration with University of Stuttgart in Germany and 
with Advanced Micro Devices (AMD) in Sunnyvale, USA. The results were presented at the IEEE Asian 
Test Symposium (ATS) 2018 in Hefei, China. 

(                                                         ) (                                                         )

Fig. 2. Impact of partial shift on shift clock skew (b19).
However, implementations, such as output gating, may in-
troduce extra delay on flip-flops and increase circuit area.
Furthermore, if not properly implemented, partial shift may
actually increase the risk of shift timing failures despite
reduced average shift switching activity.
Fig. 2 shows the result of an experiment for investigating the
impact of partial shift on the risk of shift timing failures.
The target circuit was the biggest ITC’99 benchmark circuit,
b19, with 30 scan chains (only three of them are shown for
clarity). Fig. 2(a) corresponds to conventional scan testing in
which all the scan chains are shifted in one group (s1/s2/s3).
Fig. 2(b) illustrates partial shift, in which the scan chains
are divided into two groups (s1/s3, s2) and only one group
is shifted at a time. We conducted gate-level simulation
for 6,144 shift cycles with random patterns to estimate
weighted switching activity (WSA) [4]. The WSA of a
cell c is calculated as follows: WSAc = Tc · Cc, where
Tc = 1 if a transition occurs at the output of c; otherwise
Tc = 0. Ideally, the other parameter, Cc, reflects the output
capacitance of c, but due to lack of capacitance data, Cc

was set to fanout count of c plus one in our experiments.
We set the region of eight rows in Y-direction and 200
NAND2X1 cell-widths in X-direction around a clock buffer
b as its sensitive area, and any switching activity inside
this region affects the supply voltage of b. As shown in
Fig. 2, partial shift reduced the average WSA by 40%, thus
effectively reducing the risk of excessive heat. However, for
two neighboring scan flip-flops (ffi and ffi+1) in s3, the
difference between the WSA values in the areas around the
clock buffers of their clock paths was actually increased by
35% in partial shift. This larger WSA difference indicates a
larger shift clock skew, thus leading to a higher risk of shift
timing failures. This is a serious problem with partial shift
although it can effectively reduce scan test heat.
In general, shift timing failures caused by excessive shift
switching activity can be mitigated with four major ap-
proaches: (I) increasing design margins, (II) manipulating
scan shift clocks, (III) manipulating test data, and (IV)

applying design for testability (DFT). They are briefly re-
viewed as follows.
Approach-I includes the strengthening of the power distribu-
tion network and Approach-II includes the slowing-down of
the scan clock speed [5]. However, both of them significantly
increase design and test costs.
Several methods based on test data manipulation (Approach-
III) are available for filling don’t-care bits in a test cube to
reduce scan cell toggle rates [16–19]. In addition, a recent
method can identify potential locations of IR-drop-induced
shift timing failures, and by adjusting the test data or directly
masking them, the method can avoid false testing results
[20]. However, the disadvantages of these methods include
(1) the degradation of fault coverage, (2) test vector count
inflation, and (3) the limitation of applicability to only shift-
in operations.
Several methods based on DFT (Approach-IV) are available
for reducing instantaneous impact of switching activity,
thus IR-drop, during scan shift operations. In [14], multiple
staggered clocks are used to shift scan chains at slightly
different times so as to reduce peak switching activity. In
[21], scan segmentation in combination with clock gating is
used to effectively reduce peak shift power. In [8], optimal
scan chain grouping for reducing local IR-drop on flip-flops
is used to mitigate the IR-drop-induced test data corruption.
In [22], flip-flops are assigned to scan segments and shift
clock domains so as to reduce peak and average shift
power. In [15] scan segments are regrouped so as to reduce
excessive IR-drop on individual clock paths. However, none
of these methods can directly and effectively reduce scan
clock skews caused by the imbalanced switching activity
around the clock paths for neighboring scan flip-flops in the
scan chains.
In this paper, we propose Clock-Skew-Aware Scan Chain
Grouping (CSA-SCG), a new DFT-based method for effec-
tively reducing the risk of shift timing failures by reducing
scan clock skews in partial shift during both shift-in and
shift-out. To the best of our knowledge, this is the first work
directly addressing excessive scan clock skews in partial
shift, which significantly improves the quality of low power
scan testing.
The rest of this paper is organized as follows: Section 2
introduces a flexible cost function to estimate clock skews
in partial shift and formally defines the CSA-SCG problem.
Section 3 describes an efficient CSA-SCG algorithm. Sec-
tion 4 presents experimental results and Section 5 concludes
the paper.

2. Problem Formulation

2.1. Cost Function

Let C be the set of all cells (logic gates, flip-flops, and clock
buffers) in a circuit. Let F ⇢ C be the set of all scan flip-
flops and B ⇢ C be the set of all clock buffers. Let S be
the set of all scan chains in the circuit.

Fig. 2: Partial shift leading to clock skew that can 
corrupt test patterns and responses.



(2) STAHL: A Novel Scan-Test-Aware Hardened Latch Design 

As modern technology nodes become more 
susceptible to soft errors, many radiation hardened 
latch designs have been proposed. We have shown 
for the first time that redundant circuitry used to 
tolerate soft errors in such hardened latches also 
reduces the test coverage of cell-internal manu-
facturing defects. One example is shown in Fig. 3. 
A production defect was injected into a hardened 
latch (Fig. 3(a)), yet its behavior does not change 
(Fig. 3(b)) since the effect of this defect is masked 
by the cell-internal redundancy used to tolerate 
soft-errors. This defect would escape the test and 
cannot be diagnosed, which in turn results in 
unexpected soft error vulnerability and reliability 
issues. This paper proposed a novel Scan-Test-
Aware Hardened Latch (STAHL) that enables test 
and diagnosis of cell-internal defects in hardened 
latches for the first time. Simulation results showed 
that STAHL has superior defect coverage compared 
to previous hardened latches while maintaining full 
radiation hardening in function mode. 

The research was conducted with international collaboration of Anhui University, China. The results were 
presented at the IEEE European Test Symposium (ETS) 2019 in Baden-Baden, Germany. This paper was 
the only Japanese contribution that was accepted for a full talk at ETS 2019. 

(3) Variation-Aware Small Delay Fault Diagnosis on Compressed Test Responses 

With today’s tight timing margins, increasing manufacturing 
variations, and new defect behaviors in FinFETs, effective 
yield learning requires detailed information on the 
population of small delay defects in fabricated chips. Small 
delay fault diagnosis for yield learning faces two main 
challenges: (1) production test responses are usually highly 
compressed reducing the amount of available failure data, 
and (2) failure signatures not only depend on the actual 
defect but also on omnipresent and unknown delay 
variations. Fig. 4 shows some of these challenges that 
prevent common diagnosis algorithms from identifying the 
culprit. This work presented the very first diagnosis 
algorithm specifically designed to diagnose timing issues on 
compressed test responses and under process variations. An 
innovative combination of variation-invariant structural 
analysis, GPU-accelerated time-simulation, and variation-
tolerant syndrome matching for compressed test responses 
allows the proposed algorithm to cope with both challenges. 
Experiments on large benchmark circuits clearly de-
monstrated the scalability and superior accuracy of the new 
diagnosis approach. Fig. 5 shows that the proposed diagnosis 
algorithm has a higher success rate and maintains this high 
diagnosis quality much better for higher response 
compression ratios than previous diagnosis methods. 

This research was conducted in international collaboration 
with University of Stuttgart in Germany. Preliminary results 
were presented at the Design Automation Conference (DAC) 
2019 in Las Vegas, USA as a work-in-progress poster and the final results were presented at the IEEE 
International Test Conference (ITC) 2019 in Washington DC, USA. ITC is the premier conference for 
VLSI test and diagnosis. This paper was the only academic contribution from Japan that was accepted for 
a full talk at ITC 2019. 
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Abstract—As modern technology nodes become more 
susceptible to soft errors, many radiation hardened latch 
designs have been proposed. However, redundant circuitry 
used to tolerate soft errors in such hardened latches also 
reduces the test coverage of cell-internal manufacturing defects. 
To avoid such test escapes that can cause soft error 
vulnerability and reliability issues, this paper proposes a novel 
Scan-Test-Aware Hardened Latch (STAHL). STAHL can 
tolerate soft errors in functional mode and is testable in scan 
mode. Simulation results show that STAHL has superior defect 
coverage compared to previous hardened latches while 
maintaining full radiation hardening in functional mode. 

Keywords—soft error, defect, hardened latch, scan test 

I.  INTRODUCTION 
The continuing trend towards low-power and higher 
integration lead to smaller feature sizes and lower supply 
voltages. As a result, the amount of charge that defines the 
state of memory elements gets smaller, making them more 
vulnerable to Single-Event-Upsets (SEUs) caused by 
radiation [1-3]. Modern Integrated Circuits (ICs) become 
more and more suspectible to soft errors [4-6], not only in 
high-radiation environments, such as aerospace [7], but also 
at the sea-level [8-9]. 

An SEU occurs when a particle strikes a sensitive node 
within a latch and changes its stored value. To mitigate 
SEUs, many radiation hardened latch designs have been 
proposed [10-16]. A hardened latch usually stores its state in 
multiple redundant feedback loops. When one of the 
feedback loops is hit by a particle, the changed state is 
corrected by the information stored in the other loops. In 
addition, a simple voter circuit (e.g., a C-element) prevents 
transient errors from appearing at the output of the hardened 
latch. 

However, the redundancy and the voting can also prevent 
the detection of production defects as their effects are 
masked by the same circuitry that is designed to mask 
transient errors. Fig. 1 (a) shows an example of a hardened 
latch [16] with a short defect between D and INT1a. The 
SPICE simulation result in Fig.1 (b) reveals that this defect 
is not observable at Q and therefore is not testable. In 
addition, we have shown in our previous work [17] that 
defects like these compromise the hardness of the latch and 
cause them to be vulnerable to certain particle hits. Scan 
design is the most commonly used design-for-test 
methodology for effectively testing sequential logic circuits 
[18]. In full scan design, all storage cells in a circuit are 
replaced with scan cells, which are then connected into scan 
chains for loading test vectors as well as observing test 

responses. If such a scan cell is based on a hardened latch, 
defects in scan cells may not be detected, as shown in Fig.1 
(c), thus causing the risk of allowing defective chips to pass 
the test. These hardened latches [10-16] have high 
performance, however, they are unsuitable for scan test as 
the redundancy will mask many cell-internal defects. Some 
other hardened latches [19-20] have been applied to 
enhanced delay fault testing. However, these previous works 
did not consider the defects within hardened latch structures 
themselves. Testing for these defects is important because 
they can compromise soft error tolerance [17] or lead to 
early-life failures. 
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(c) Scan chain structure with hardened latch (HL) 

Fig. 1  The Impact of Production Defects 
 

This paper proposes a novel Scan-Test-Aware Hardened 
Latch design (STAHL). It can tolerate soft errors in 
functional mode and is easily tested in scan mode. STAHL 
can be readily inserted into existing scan-designs without 
the need of additional control signals or scan paths. To the 
best of our knowledge, this work is the first to address the 
testability of production defects within hardened latches.  

This paper is organized as follows: The internal structure of 
STAHL is discussed in Section II. Section III shows the 
usage of STAHL in scan chains and a novel test procedure 
to test the structure. Section IV shows the evaluation results 
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(4) Targeted Partial-Shift For Mitigating Shift Switching Activity Hot-Spots During Scan Test 

Shifting scan chains during testing causes high switching 
activity in the combinational logic. Excessive shift switching 
activity can give rise to severe, localized IR-drop that may 
invalidate the test and the diagnostic test responses by 
corrupting the contents of scan flip-flops or inducing excessive 
shift clock skew. In this work, we proposed new methods to (1) 
quickly analyze all shift cycles of a given scan design and a test 
set for potential shift switching activity hot-spots and to (2) 
avoid them by targeted partial shifting of the scan chains (see 
Fig. 6). The results on ITC’99 benchmark circuits show the 
computational feasibility of the analysis and demonstrate the 
effectiveness of targeted partial-shift for mitigating test data 
corruption risk with minimal impact on test time. 

These results were presented at the Pacific Rim International 
Symposium on Dependable Computing (PRDC) 2019 in Kyoto, 
Japan. 

(5) Logic Fault Diagnosis of Hidden Delay Defects 

Hidden delay defects (HDDs) are small delay defects 
that pass all at-speed tests at nominal capture time. 
They are an important indicator of latent defects that 
lead to early-life failures and aging problems that are 
serious especially in autonomous and medical 
applications (see Fig. 7(a)). An effective way to 
screen out HDDs is to use Faster-than-at-Speed 
Testing (FAST) to observe outputs of sensitized non-
critical paths which are expected to be stable earlier 
than nominal capture time. To improve the reliability 
of current and future designs, it is important to learn 
about the population of HDDs using logic diagnosis. 
We proposed the very first logic fault diagnosis 
technique (FAST Diagnosis, Fig. 7(b)) that is able to 
identify HDDs by analyzing fail-logs produced by 
FAST. Even with aggressive FAST testing, HDDs 
generate only very few failing test response bits. To 
overcome this severe challenge, we propose new backtracing and response matching methods that yield 
high diagnostic success rates even with very limited amount of failure data. The performance and 
scalability of our HDD diagnosis method is validated using fault injection campaigns with large 
benchmark circuits. This diagnosis technique enables rapid reliability improvements and at the same time 
avoids costly and possibly dangerous early life failures in the field. 

The research was conducted with international collaboration of University of Paderborn and University of 
Stuttgart in Germany. A proposal based on this research has been submitted and is currently under review 
for an international conference that is scheduled to take place in 2020. 
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Fig. 6: IR-drop hotspot analysis and 
targeted partial shifting to mitigate 
test response corruption.
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Fig. 7: Faster-than-At-Speed testing flow 
compared to conventional at-speed testing and 
how diagnosis of hidden delay defects enables 
quick reliability improvement.
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