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Finding root causes of failing chips through logic diagnosis is essential to ensure and improve
reliability and safety of electronic systems. This research enabled diagnosis of complex timing
defects previous methods were unable to find and thus contributes to more reliable and safe systems.

This project made significant progress in collecting reliable diagnosis data
from chips and enabling diagnosis of defects with complex timing behavior. Two new methods for
reliably gathering test responses in the face of potential IR-drop and clock skew issues were
developed. One method is based on static structural circuit analysis and the other method is based
on accurate GPU-accelerated timing simulation. Furthermore, a new soft-error tolerant latch was
published that enables testing and diagnosing of latch-internal production defects for the first
time.
Two new diagnosis algorithms were developed. First, a new small delay fault diagnosis approach that
is able to analyze highly compressed production test responses that contain the combined effects of
the actual defect and omnipresent and unknown delay variations. Second, a diagnosis approach that
Cﬁn for the first time identify hidden delay defects to learn from early-life failures even before
they occur.
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Logic diagnosis is the process of identifying defective transistors or wires within a VLSI chip based on its
erroneous behavior [1]. It is an essential part failure analysis that is required for improving chip
production yield and meeting the stringent reliability and safety levels required in medical, automotive
and aerospace domains [2]. Automated diagnosis methods rely on a-priori assumptions about defect
mechanisms in order to produce a list of fault candidates that best explains the observed errors [3].

As VLSI technology complexity and diversity increases, defect mechanisms became much more diverse
and more complex in their behavior [4]. Diagnosis algorithms with inaccurate or oversimplifying a-priori
defect assumptions may mislead engineers in their quest to understand the true issues by producing wrong
fault candidates or no candidates at all.

With the rise of Fin-FET technologies, small delay defects and hidden delay defects became the most
prominent example of a defect with rather complex behavior [5]. Current diagnosis approaches provide
only very limited support for such defects and cannot be used during high-volume production. In
addition, if a circuit under test contains timing issues, collecting diagnostic test responses in itself can be
unreliable due to process variations or power supply noise.
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engineers. Fig. 1: Impact of assumptions on logic diagnosis results.
To overcome the challenge of mismatching

assumptions, this project proposed an Interactive Logic Diagnosis approach in which automatic diagnosis
is combined directly with human reasoning of expert engineers. This was to enable world-leading basic
research on two fronts: (1) Achieve fast runtime performance of automated logic diagnosis to enable
interactivity, and (2) a new way of interacting with logic diagnosis systems.
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The key research work in this project is the development of methods and algorithms for test response
acquisition and logic diagnosis. The algorithms are developed based on the targeted diagnosis problems,
predominant defect types and well-known restrictions and best practices for potential industrial
application. Within this project, the algorithms have been prototyped in software. Since actual diagnosis
data from real chips are usually not accessible to academic researchers, experimental evaluations and
performance measurements were made using common and widely-accepted benchmark circuits and
simulation models.

Most of the developed algorithms in this project require significant compute power. To ensure feasibility
for real-world applications, the most compute intensive parts of the algorithms (e.g. gate-level timing and
power simulations) were developed with GP-GPU acceleration in mind. Funds of this project were used
to purchase and install the necessary GPU-based acceleration hardware to enable this development and
prove the viability of the new approaches to simulation and logic diagnosis.

Research was conducted in international collaboration with Prof. Wunderlich from the Institute of
Computer Architecture and Computer Engineering (ITI), University of Stuttgart, Germany and Prof. Wen
at Kyushu Institute of Technology (Kyutech), lizuka, Japan. The research at ITI is mainly focusing on the
accelerated timing simulation engine itself that was used in this project. The other research at Kyutech is
primarily dealing with power supply noise during testing, which is an important source of timing defects
in circuits and informed the diagnosis work in this project.



During this project, a new collaboration was established with the research group of Prof. Hellebrand,
University of Paderborn, Germany. Her research focuses on hidden delay defects, an important indicator
of reliability problems in safety-relevant systems.
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This project resulted in five key research findings that will be presented below. Four of these findings
have already been formally published at international conferences, and the latest result is currently under
review for an international conference later this year. The wide dissemination of the research results at the
leading test conferences in the USA and Europe greatly strengthened the visibility of Japanese research in
the field of VLSI test and diagnosis. In 2019, two papers funded by this project were the only
academic contributions from Japan accepted at the International Test Conference (ITC) and the
European Test Conference (ETS) for full talks, respectively. Furthermore, related research has been
presented and discussed in 7 talks at domestic and international workshops and one poster at an
international conference to foster and strengthen collaborations with other research groups in Japan and
Europe.

During the in-depth studies of assumptions made by current diagnosis algorithms, it turned out that one
important type of assumption was not adequately represented in the original project proposal. This
assumption is the robustness of the test infrastructure used to collect diagnostic data. It turned out that
especially marginal chips that are relevant for in-depth diagnosis can also be more prone to shift timing
errors that can change test responses completely unrelated to the defect of interest. To improve the
relevance of the conducted research and improve the publication output of this project, it was decided to
put more emphasis on test infrastructure in place of the more esoteric aspects of interactivity. Based on
the strong foundation developed in this project, we plan to cover more advanced topics of interactive
logic diagnosis in future projects.

The key research findings are as follows:

(1) Clock-Skew-Aware Scan Chain Grouping for Mitigating Shift Timing Failures in Low-Power
Scan Testing

High scan shift power often leads to excessive Simultaneous Shift Partial Shift

heat as well as shift timing failures. Partial (s1/s2/s3 shifted simultaneously) (s1/s3 and sy shifted separately)
shift (shifting a subset of scan chains at a time st st |13 S [Sky [Sts
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reducing global switching activity. We have

shown for the first time that it may actually

cause excessive IR-drop on some clock

buffers and worsen shift clock skews, thus 52 82| WSAp=2.379 | |
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imbalance of switching activity around the
clock paths for neighboring scan flip-flops in
scan chains. Experiments on large ITC’99
benchmark circuits demonstrated the
effectiveness of CSA-SCG for reducing scan shift clock skews to lower the risk of shift timing failures in
partial shift.

Fig. 2: Partial shift leading to clock skew that can
corrupt test patterns and responses.

This research was conducted in international collaboration with University of Stuttgart in Germany and
with Advanced Micro Devices (AMD) in Sunnyvale, USA. The results were presented at the IEEE Asian
Test Symposium (ATS) 2018 in Hefei, China.



(2) STAHL: A Novel Scan-Test-Aware Hardened Latch Design

As modern technology nodes become more
susceptible to soft errors, many radiation hardened
latch designs have been proposed. We have shown
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for the first time that redundant circuitry used to
tolerate soft errors in such hardened latches also
reduces the test coverage of cell-internal manu-
facturing defects. One example is shown in Fig. 3.
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latches for the first time. Simulation results showed
that STAHL has superior defect coverage compared  gjg_ 3
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radiation hardening in function mode.

The research was conducted with international collaboration of Anhui University, China. The results were
presented at the IEEE European Test Symposium (ETS) 2019 in Baden-Baden, Germany. This paper was
the only Japanese contribution that was accepted for a full talk at ETS 2019.

(3) Variation-Aware Small Delay Fault Diagnosis on Compressed Test Responses

With today’s tight timing margins, increasing manufacturing
variations, and new defect behaviors in FinFETs, effective
yield learning requires detailed information on the
population of small delay defects in fabricated chips. Small
delay fault diagnosis for yield learning faces two main
challenges: (1) production test responses are usually highly
compressed reducing the amount of available failure data,
and (2) failure signatures not only depend on the actual
defect but also on omnipresent and unknown delay
variations. Fig. 4 shows some of these challenges that
prevent common diagnosis algorithms from identifying the
culprit. This work presented the very first diagnosis
algorithm specifically designed to diagnose timing issues on
compressed test responses and under process variations. An
innovative combination of variation-invariant structural
analysis, GPU-accelerated time-simulation, and variation-
tolerant syndrome matching for compressed test responses
allows the proposed algorithm to cope with both challenges.
Experiments on large benchmark circuits clearly de-
monstrated the scalability and superior accuracy of the new
diagnosis approach. Fig. 5 shows that the proposed diagnosis
algorithm has a higher success rate and maintains this high
diagnosis quality much better for higher response
compression ratios than previous diagnosis methods.

This research was conducted in international collaboration
with University of Stuttgart in Germany. Preliminary results
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Fig. 4: Various effects diagnosis has to
consider when trying to identify a small-
delay fault from a compressed signature.
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Fig. 5: Superior success rate of the
proposed diagnosis algorithm.

were presented at the Design Automation Conference (DAC)
2019 in Las Vegas, USA as a work-in-progress poster and the final results were presented at the IEEE
International Test Conference (ITC) 2019 in Washington DC, USA. ITC is the premier conference for

VLSI test and diagnosis. This paper was the only academic contribution from Japan that was accepted for

a full talk at ITC 2019.




(4) Targeted Partial-Shift For Mitigating Shift Switching Activity Hot-Spots During Scan Test

Shifting scan chains during testing causes high switching

activity in the combinational logic. Excessive shift switching
activity can give rise to severe, localized IR-drop that may

invalidate the test and the diagnostic test responses by | 8PU-Acoslerated Hot-Spot Analysis |
corrupting the contents of scan flip-flops or inducing excessive shift cycle -1 _shiftoycle ¢ shift oycle o+

shift clock skew. In this work, we proposed new methods to (1)
quickly analyze all shift cycles of a given scan design and a test
set for potential shift switching activity hot-spots and to (2)
avoid them by targeted partial shifting of the scan chains (see

Fig. 6). The results on ITC’99 benchmark circuits show the ere sning n s2ch cycle
computational feasibility of the analysis and demonstrate the '
effectiveness of targeted partial-shift for mitigating test data
corruption risk with minimal impact on test time.
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Fig. 6: IR-drop hotspot analysis and
) . . targeted partial shifting to mitigate
These results were presented at the Pacific Rim International  test response corruption.

Symposium on Dependable Computing (PRDC) 2019 in Kyoto,
Japan.

(5) Logic Fault Diagnosis of Hidden Delay Defects

Hidden delay defects (HDDS) are small delay defects a) Conv. Test and Diagnosis Flow b) FAST Test and Diagnosis Flow
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about the population of HDDs using logic diagnosis.
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Fechn‘lque (FAST D1agn051§, Flg" 7(b)) that is able to how diagnosis of hidden delay defects enables
identify HDDs by analyzing fail-logs produced by  quick reliability improvement.

FAST. Even with aggressive FAST testing, HDDs

generate only very few failing test response bits. To

overcome this severe challenge, we propose new backtracing and response matching methods that yield
high diagnostic success rates even with very limited amount of failure data. The performance and
scalability of our HDD diagnosis method is validated using fault injection campaigns with large
benchmark circuits. This diagnosis technique enables rapid reliability improvements and at the same time
avoids costly and possibly dangerous early life failures in the field.

Lower DPPM

Fig. 7: Faster-than-At-Speed testing flow

The research was conducted with international collaboration of University of Paderborn and University of
Stuttgart in Germany. A proposal based on this research has been submitted and is currently under review
for an international conference that is scheduled to take place in 2020.
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