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We created a node that imitates a Command & Control (C & C) server on a
network simulator, and created a mechanism to communicate with malware Mirai and its variants for
1oT devices that run on real devices. We also adopted a mechanism that does not depend on the
network structure, and made it possible to operate malware without affecting the outside world by
pulling all communication content into the simulator. This makes it easy to analyze and verify
bot-based malware, and is expected to be applied to security enhancement and security education.
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