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We have conducted a research on a formal analysis of a timing channel attack

mitigation technique called "bucketing”. We have obtained results on provable security guarantees
achievable with the technique as well as its theoretical limits. We have proposed a game theoretic
general framework for proving security of a system against probabilistic and adaptive side channel
attacks. We have conducted research on Spectre attacks and ReDoS attacks which are popular timing
attacks. Additionally, we have conducted research on more general program verification and
automated deduction, including temporal property verification by first-order fixpoint logic solving,

relational property verification by predicate constraint solving, type and effect systems for
algebraic effects and handlers, and automated deduction for quantified formulas by game solving.
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