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Biometric authentication technologies have become widespread, with
fingerprint and face recognition now the mainstream. The establishment of other biometric
authentication technologies that can achieve the same authentication rate as these is essential for
the further expansion of information services in the future. The human auricle is also a subject of
research for personal authentication, as each human has its own unique characteristics due to
differences in shape. Authentication systems using the acoustic transfer function of the pinna have
been studied in the past, but the problem has been that the position of the authentication device
fluctuates each time the authentication is performed, which reduces the accuracy of authentication.
In this study, we proposed a multimodal personal authentication system using the pinna related
transfer function and a single-modal personal authentication system using acoustic time series data,

and verified the effectiveness of the two systems.



1)

)

®)

1)

)

®)

@

@

16

PRTF PinnaRelated Transfer Function

PRTF

PRTF

1%

PRTF

PRTF

PRTF

PRTF

PRTF

PRTF



®

(2D-CNN)
max

2D-CNN

4

Term Memory)

1D-CNN

¢y

@

®

min-

Amplitude [V]

2D-CNN 2
2
(1D-CNN) LSTM (Long Short-
LSTM 1D-CNN 1
LSTM 1 LSTM
2
FRR FAR HTER
1
DNN
Model FEE  FAE HTEE
Acoustic 0% 16a/% 931%
Image L0%  4.2% 6%
Sensor 146% 5.6% 10.1%
Acoustic + Sensor 09%  194% 10.2%
Image + Sensor L0% 4.2% 16%
Acoustic + Image 0.2% 83% 4.3%
Acoustic + Image + Sensor | 09% 69% 39%
Acoustic = Sensor 04% 139% 81%
Image = Sensor 07% 42% 26%
Acoustic = Image 0.5% 2E% L.6%
Acoustic = Image = Sensor | 05%  28% L.6%
0.1
— Earl
— Ear2
0.05 Ear3 ||
' —Ear4
— Ear5
0 — Ear6
-0.05
-0.1 :
0 0.5 1 1.5

Time [s]



) PRTF

FRR FAR HTER
ARZ FBYF 5 x2DCNN 00% 00% 0.0%
HFEREYF—Z x IDCNN 00% 00% 0.0%
HERZYF— 42 xLSTM  00% 00% 0.0%
PRTFx DNN 00% 00% 0.0%
PRTFx 2DCNN 17% 12% 1.5%
e FE—HAT] 05% 28% 1.6%
x 2D-CNN x 1D-CNN
x LSTM 0 %

LST™

PRTF



Itani Shunji Kita Shunsuke Kajikawa Yoshinobu 68

Multimodal Personal Ear Authentication Using Acoustic Ear Feature for Smartphone Security 2022

IEEE Transactions on Consumer Electronics 77 84
DOI

10.1109/TCE.2021.3137474

8 0 3

S. Masuda, S. Kita, Y. Kajikawa

A Study on Personal Authentication System Using Pinna Related Transfer Function and Other Sensor Information

The 20th International Symposium on Communications and Information Technologies (ISCIT 2021)

2021

2022

11

2021




S. Itani, S. Kita, Y. Kajikawa

Multimodal Personal Ear Authentication Using Multiple Sensor Information

Asia-Pacific Signal and Information Processing Association Annual Summit and Conference 2020 (APSIPA ASC 2020)

2020

2020

2020

S. Itani, Y. Kajikawa

Improving Robustness of Authentication System Based on Pinna Related Transfer Function

Global Conference on Consumer Electronics (GCCE2019)

2019




2018

2020-008342

2020

http://joho.densi.kansai-u.ac.jp/research-j._html

(Itani Shunji)

(Masuda Sora)







