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In this research, we have developed fundamental technologies to guarantee
the authenticity of information obtained through real-world sensing, which is the key to creating
services in the loT era. The following technologies were developed to achieve the above goals. (1)
Technology guarantees the authenticity of data by using environmental electromagnetic waves
distributed around the sensor as authentication information to resist data tampering at the sensor
input. (2) Technology to detect signs of tampering and guarantee data integrity by monitoring the
distribution of the electromagnetic field inside the device in real-time to counter tampering inside

the sensor and during data transmission. (3) Technology to guarantee the device"s authenticity by
using the physical characteristics of the sensing device as authentication information against the
threat of tampering with values by replacing the device itself equipped with the sensor.
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