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We have carried out the research on a in-kernel new access control mechanism for
simplifying the process of describing security policies in operating systems. We introduced
the concept of phase and class hierarchy into the policy description language and developed
the protection mechanism for enforcing such policies, allowing intuitive and small
description of security policies.
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