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We design theoretical frameworks that compose advanced cryptographic
primitives or schemes in secure, compatible, and agile manners, collectively termed Agilecrypt. Our
research encompasses composition frameworks for advanced encryption methods such as attribute-based,

functional, and homomorphic encryption. Additionally, we have developed frameworks for
attribute-based signatures, multi-party computation, proof systems, and privacy-preserving data
analysis techniques. A highlight of our work is a series of results on modular compositions for
attribute-based encryption (ABE), enabling system adopters to derive complex ABE policies from
simpler ones in an agile manner. The security of these composed schemes is generically ensured by a
central theorem. Our ABE results have been published in top-tier conferences such as Eurocrypt’ 19,
Asiacrypt’ 20, and Crypto’ 24. Overall, we have produced more than 40 papers on this project.
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Nuttapong Attrapadung, Hiraku Morita, Kazuma Ohara, Jacob C. N. Schuldt, Tadanori Teruya, -
Kazunari Tozawa

Secure Parallel Computation on Privately Partitioned Data and Applications 2022
ACM SIGSAC Conference on Computer and Communications Security CCS 2022 151-164
DOl

10.1145/3548606 . 3560695

Nuttapong Attrapadung, Hiraku Morita, Kazuma Ohara, Jacob C. N. Schuldt, Kazunari Tozawa -

Memory and Round-Efficient MPC Primitives in the Pre-Processing Model from Unit Vectorization 2022
ACM ASIACCS 2022 858-872
DOl

10.1145/3488932.3517407

Nuttapong Attrapadung, Koki Hamada, Dai lkarashi, Ryo Kikuchi, Takahiro Matsuda, Ibuki Mishina, 4
Hiraku Morita, Jacob C. N. Schuldt

Adam in Private: Secure and Fast Training of Deep Neural Networks with Adaptive Moment 2022

Estimation

Proc. Priv. Enhancing Technol. (PETS) 2022(4) 746-767
DOl

10.56553/popets-2022-0131

Reo Eriguchi, Kaoru Kurosawa, Koji Nuida -

On the Optimal Communication Complexity of Error-Correcting Multi-Server PIR 2022
Proceedings of TCC 2022 60-88
DOl

10.1007/978-3-031-22368-6_3




Yusaku Maeda, Koji Nuida

Chosen Ciphertext Secure Keyed Two-Level Homomorphic Encryption 2022

Proceedings of ACISP 2022 209-228
DOI

10.1007/978-3-031-22301-3_11

Hirotomo Shinoki, Koji Nuida -

On Extension of Evaluation Algorithms in Keyed-Homomorphic Encryption 2022

Proceedings of IWSEC 2022 189-207
DOI

10.1007/978-3-031-15255-9_10

Reo Eriguchi, Kaoru Kurosawa, Koji Nuida -

Multi-Server PIR with Full Error Detection and Limited Error Correction 2022

Proceedings of ITC 2022 1:1-1:20
DOI

10.4230/LIPIcs.1TC.2022.1

Koji Nuida -

How to Handle Invalid Queries for Malicious-Private Protocols Based on Homomorphic Encryption 2022

Proceedings of The 9th ACM ASIA Public-Key Cryptography Workshop (APKC 2022) 15-25

DOl
10.1145/3494105.3526238
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ACM SIGSAC Conference on Computer and Communications Security CCS 2022

1505-1519

DOl
10.1145/3548606 . 3560659

Fuyuki Kitagawa, Takahiro Matsuda, Takashi Yamakawa
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Journal of Cryptology

DOl
10.1007/s00145-023-09449-3

Fuyuki Kitagawa, Takahiro Matsuda, Keisuke Tanaka
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CCA Security and Trapdoor Functions via Key-Dependent-Message Security

2022

Journal of Cryptology

DOl
10.1007/s00145-022-09420-8

Shweta Agrawal, Anshu Yadav, Shota Yamada

Multi-input Attribute Based Encryption and Predicate Encryption

2022

CRYPTO 2022

590-621
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10.1007/978-3-031-15802-5_21




Shweta Agrawal, Fuyuki Kitagawa, Anuja Modi, Ryo Nishimaki, Shota Yamada, Takashi Yamakawa

Bounded Functional Encryption for Turing Machines: Adaptive Security from General Assumptions 2022

TCC (1) 2022 618-647
DOl

10.1007/978-3-031-22318-1_22

Yusuke Sakai -

Succinct Attribute-Based Signatures for Bounded-Size Circuits by Combining Algebraic and 2022

Arithmetic Proofs

Security and Cryptography for Networks, SCN 2022 711-734
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10.1007/978-3-031-14791-3_31

Yi Lu, Keisuke Hara, Kazuma Ohara, Jacob C. N. Schuldt, Keisuke Tanaka -

Efficient Two-Party Exponentiation from Quotient Transfer 2022

Applied Cryptography and Network Security - 20th International Conference, ACNS 2022 643-662
DOl

10.1007/978-3-031-09234-3_32

Kittiphop Phalakarn, Nuttapong Attrapadung, Kanta Matsuura -

Efficient Oblivious Evaluation Protocol and Conditional Disclosure of Secrets for DFA 2022

Applied Cryptography and Network Security - 20th International Conference, ACNS 2022 605-625

DOl
10.1007/978-3-031-09234-3_30
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Evolving Homomorphic Secret Sharing for Hierarchical Access Structures 2021
IWSEC 2021 (Lecture Notes in Computer Science) 77 96
DOl
10.1007/978-3-030-85987-9_5
Attrapadung Nuttapong Hanaoaka Goichiro Matsuda Takahiro Morita Hiraku Ohara Kazuma n/a
Schuldt Jacob C. N. Teruya Tadanori Tozawa Kazunari
Oblivious Linear Group Actions and Applications 2021
ACM SIGSAC Conference on Computer and Communications Security CCS 2021 630-650
DOl
10.1145/3460120.3484584
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CCA Security and Trapdoor Functions via Key-Dependent-Message Security 2022
Journal of Cryptology n/a
DOl
10.1007/s00145-022-09420-8
TAKEMURE Kaoru SAKAI Yusuke SANTOSO Bagus HANAOKA Goichiro OHTA Kazuo E104.A
Achieving Pairing-Free Aggregate Signatures using Pre-Communication between Signers 2021
IEICE Transactions on Fundamentals of Electronics, Communications and Computer Sciences 1188 1205

DOl
10.1587/transfun.2020dmp0023




Eriguchi Reo Ohara Kazuma Yamada Shota Nuida Koji 12826

Non-interactive Secure Multiparty Computation for Symmetric Functions, Revisited: More 2021

Efficient Constructions and Extensions

CRYPTO 2021 (Lecture Notes in Computer Science) 305 334
DOl

10.1007/978-3-030-84245-1_11

Eriguchi Reo Nuida Koji 13091

Homomorphic Secret Sharing for Multipartite and General Adversary Structures Supporting 2021

Parallel Evaluation of Low-Degree Polynomials

ASIACRYPT 2021 (Lecture Notes in Computer Science) 191 221
DOl

10.1007/978-3-030-92075-3_7

Hara Keisuke Matsuda Takahiro Hanaoka Goichiro Tanaka Keisuke 90

Generic transformation from broadcast encryption to round-optimal deniable ring authentication 2022

Designs, Codes and Cryptography 277 316
DOl

10.1007/s10623-021-00975-4

HARA Keisuke MATSUDA Takahiro TANAKA Keisuke E105.A

Receiver Selective Opening Chosen Ciphertext Secure ldentity-Based Encryption 2022

IEICE Transactions on Fundamentals of Electronics, Communications and Computer Sciences 160 172

DOl
10.1587/transfun.2021CIP0006




Hara Keisuke Matsuda Takahiro Tanaka Keisuke n/a

Receiver Selective Opening Chosen Ciphertext Secure ldentity-Based Encryption 2021

Proceedings of the 8th ACM on ASIA Public-Key Cryptography Workshop (APKC 2021) 51-59
DOl

10.1145/3457338.3458294

Agrawal Shweta Maitra Monosij Vempati Narasimha Sai Yamada Shota 12828

Functional Encryption for Turing Machines with Dynamic Bounded Collusion from LWE 2021

CRYPTO (4) 2021: (Lecture Notes in Computer Science) 239 269
DOl

10.1007/978-3-030-84259-8_9

Katsumata Shuichi Nishimaki Ryo Yamada Shota Yamakawa Takashi 12696

Round-Optimal Blind Signatures in the Plain Model from Classical and Quantum Standard 2021

Assumptions

EUROCRYPT (1) 2021: (Lecture Notes in Computer Science) 404 434
DOl

10.1007/978-3-030-77870-5_15

Attrapadung Nuttapong Tomida Junichi 12493

Unbounded Dynamic Predicate Compositions in ABE from Standard Assumptions 2020

ASIACRYPT 2020 (Lecture Notes in Computer Science) 405 436

DOl
10.1007/978-3-030-64840-4_14




Hayata Junichiro Schuldt Jacob C. N. Hanaoka Goichiro Matsuura Kanta 12309

On Private Information Retrieval Supporting Range Queries 2020

ESORICS (2) 2020 (Lecture Notes in Computer Science) 674 694
DOl

10.1007/978-3-030-59013-0_33

Phalakarn Kittiphop Suppakitpaisarn Vorapong Attrapadung Nuttapong Matsuura Kanta 12578

Constructive t-secure Homomorphic Secret Sharing for Low Degree Polynomials 2020
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ATTRAPADUNG Nuttapong MATSUDA Takahiro HANAOKA Goichiro

Efficient Secure Neural Network Prediction Protocol Reducing Accuracy Degradation 2020

IEICE Transactions on Fundamentals of Electronics, Communications and Computer Sciences 1367 1380
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Hanaoka Goichiro Komatsu Misaki Ohara Kazuma Sakal Yusuke Yamada Shota 12309

Semantic Definition of Anonymity in ldentity-Based Encryption and Its Relation to 2020

Indistinguishability-Based Definition

ESORICS (2) 2020 (Lecture Notes in Computer Science) 65 85
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10.1007/978-3-030-59013-0_4
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Achieving Pairing-Free Aggregate Signatures using Pre-Communication between Signers 2020

ProvSec 2020 (Lecture Notes in Computer Science) 65 84
DOI
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Agrawal Shweta Yamada Shota 12550

CP-ABE for Circuits (and More) in the Symmetric Key Setting 2020

TCC (1) 2020: (Lecture Notes in Computer Science) 117 148
DOI

10.1007/978-3-030-64375-1_5

Katsumata Shuichi Nishimaki Ryo Yamada Shota Yamakawa Takashi 12493

Adaptively Secure Inner Product Encryption from LWE 2020

ASIACRYPT (3) 2020: (Lecture Notes in Computer Science) 375 404
DOI

10.1007/978-3-030-64840-4_13

Attrapadung Nuttapong 11476

Unbounded Dynamic Predicate Compositions in Attribute-Based Encryption 2019

Eurocrypt 2019 (Lecture Notes in Computer Science) 34 67

DOl
10.1007/978-3-030-17653-2_2




Kikuchi Ryo Attrapadung Nuttapong Hamada Koki lIkarashi Dai Ishida Ai Matsuda Takahiro 11547

Sakai Yusuke Schuldt Jacob C. N.

Field Extension in Secret-Shared Form and Its Applications to Efficient Secure Computation 2019

ACISP 2019 (Lecture Notes in Computer Science) 343 361
DOl

10.1007/978-3-030-21548-4_19
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Unagami Yuji Teruya Tadanori Attrapadung Nuttapong Matsuda Takahiro

MOBIUS: Model-Oblivious Binarized Neural Networks 2019

IEEE Access

139021 139034

DOl
10.1109/ACCESS.2019.2939410

ATTRAPADUNG Nuttapong HANAOKA Goichiro KIYOMOTO Shinsaku MIMOTO Tomoaki C. N. SCHULDT Jacob E102.A

A Taxonomy of Secure Two-Party Comparison Protocols and Efficient Constructions 2019

IEICE Transactions on Fundamentals of Electronics, Communications and Computer Sciences 1048 1060
DOI

10.1587/transfun.E102.A.1048

Kitagawa Fuyuki Matsuda Takahiro 11892

CPA-to-CCA Transformation for KDM Security 2019

TCC 2019 (Lecture Notes in Computer Science) 118 148

DOl
10.1007/978-3-030-36033-7_5
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