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Recently, as Internet of Things (loT) devices become widespread, the
demand for embedded hardware devices has been increasing. In order to produce embedded hardware
devices more inexpensively, the manufacturing bases have been internationalized, and several
processes in the IC design and manufacturing steps have been outsourced to third-party vendors.
Under the circumstances, a hardware Trojan, which is a malicious function circuit inserted into a
hardware device, may be inserted into IC products by the malicious third-party vendors, and
therefore the risk of hardware Trojans has arisen. In this research, we have developed a
machine-learning-based hardware Trojan detection method to detect known and unknown hardware Trojans

effectively and efficiently.
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SETAHErY MY AB TN FP EN TP | TPR TNR
RS232-T1000 308 1 0 10 | 100.0 99.68
RS232-T1100 308 | 0 11| 100.0 99.68
RS232-T1200 310 0 0 13 | 100.0 100.0
RS232-T1300 309 0 0 7 | 100.0 100.0
RS232-T1400 306 0 0 12 | 100.0 100.0
RS232-T1500 309 2 0 11 | 100.0 99.36
RS232-T1600 311 | 3 6 | 66.67 99.68
s15850-T100 2419 1 16 10 | 38.46 99.96
$35932-T100 6409 0 12 1 | 7.69 100.0
$35932-T200 6405 0 11 | 8.33  100.0
$35932-T300 6405 0 12 25 67.57 100.0
$38417-T100 5799 0 10 1 | 9.09 100.0
$38417-T200 5802 0 10 1 | 9.09 100.0
$38417-T300 5801 0 0 44 1 100.0 100.0
$38584-T100 7330 14 17 1 | 556 99.81
$38584-T200 7327 17 104 22| 17.46 99.77
$38584-T300 7311 34 1134 9 | 079 99.54
EthernetMAC10GE-T700 | 102969 0 0 12 | 100.0 100.0
EthernetMAC10GE-T710 | 102969 0 0 12 | 100.0 100.0
EthernetMAC10GE-T720 | 102969 0 0 12 | 100.0 100.0
EthernetMAC10GE-T730 | 102969 0 3 9 | 75.0 100.0
B19-T100 70626 23 0 96 | 100.0 99.97
B19-T200 70626 23 0 96 | 100.0 99.97
wb_conmax-T100 22185 1 10 1 | 9.09 100.0
Average - - - - | 63.1 999
2 True Negative TN
False Positive FP
False Negative FN
True Positive TP
True Positive Rate TPR
TP/ (TP+FN) True Negative Rate TNR
TN/ (TN+FP)
TPR  63.1% TNR  99.9% 12
TPR  100% 13 TNR  100%
FP FP 0.5%

TP
1
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