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Deep learning security and privacy focused on human-machine recognition gap
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Achievements were made in the areas of attacks on Al, defense of Al, and
explainable Al. Major results are as follows.In Attacks on Al, we proposed an adversarial audio
example generation methodology for attacking speech recognition models in the physical world. The
research results were accepted to 1JCAl 2019 and have over 170 citations as of 2023. In Al defense,
we developed a certified defense methodology against adversarial examples in content-based image
retrieval using deep learning. In explainable Al, we proposed a methodology for deep learning
classifiers that provides a type of explanation for why data X is classified into class Y because X
has A, B, and does not have C. The research results were accepted by AAAI2022.
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