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Development of a Self Machine Learning System for Fast Detection of Intrusions
to Next Generation in-Vehicle Network
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In this study, we developed an in-vehicle network intrusion detection system
(NIDS) and its computer aided design tools. The developed system is based on a hybrid type using

signature-based detection and anomaly detection in a complementary manner. In the system, both
signature-based detection and anomaly detection are realized with tree-based hardware, and thus, it
achieves high-speed detection and compact size. Since we have already developed a fast circuit for
signature-based detection that can achieve 11 to 23 times faster than software-based NIDSs in our
previous study, we focused on development of a circuit for anomaly detection in this study. By
making tree-based hardware multiple-valued, we confirmed that it is possible to shorten processing

time in 40% and reduce size in 20%.
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