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Attacking LSI (Large-scale Integrated circuits) from outside is called “
invasion” in this research. There are two kinds of invasions, such as, invasion caused by human
being and invasion (soft errors) caused by collisions of radiation particles like alpha particles
and high energetic neutrons on an LSI. We have to protect LSIs from those invasions.

Unlike traditional hard-errors caused by permanent physical damage which can’ t be recovered in
field, soft errors are caused by radiation or voltage/current fluctuations that lead to transient
changes on internal node states, thus they can be viewed as temporary errors. Three soft error
hardened latch designs were proposed for reliability and energy-efficiency improvements, which can
be viewed as i) SNU (single node upset) hardened design, ii) SNU hardened and detection-based
design, and ii1) MNU (multiple node upset) hardened and detection-based design, respectively.
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